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Introduction 

This manual is composed of two parts: 

 

Part 1: Detailed description of all the functionalities 

Part 2: Technical  
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I.  Informations 

I. 1 - PC requirements 

¶ A PC with operating system: Windows 7, 8 or 10 or Windows server 2012r2. 
 

¶ USB available communication port. 
 

¶ 50 MB min of free disk space. 

 

I. 2 - USB Key Content 

¶ FTDI USB Driver for Windows 7, 8.x and 10. 

¶ SECard Version 3.x.x. 

¶ MorphoCBM Driver. 

 

I. 3 - Hardware required  

USB 13.56 MHz & Bluetooth® STid encoder Ref. ARCS-W35-E-BT1-5AA-1. 

Z10 firmware version required (Identification on the back of the encoder).  

 

To create SCB/OCB:  MIFARE® DESFire® EV2 4ko not locked in EV2 mode  

MIFARE® DESFire® EV1/ EV2 8ko not locked in EV2 mode 

 

I. 4 - Windows Installation  

¶ Insert the SECard USB Key on an USB port of your PC.  

¶ Wait for the automatic opening of the browser window. 

 

¶ Launch SECard V3.x.x_setup.exe. 

Á Follow the instructions on the screen. 

 

Note:  

If FTDI driver has already been installed on 

the PC during a previous installation of 

SECard uncheck FTDI driver in installation 

wizard   
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¶ Location of user files. 

 

With SECard V3.x.x the settings files will be installed in the directory containing the executable 

(as previous SECard version) and in the following directories depending on user choice. 

 
 

 

 

V « Just me » : user files are saved in:  

../Users/userXX/STid/SECard v3.x.x.x/  

In this case files are only accessible to the userXX or to the Administrator. 

 

 

V « Everyone » : user files are saved in : 

 ../ProgramData/STid/SECard v.x.x.x/  

In this case files are accessible to everybody. 

 

 

Note: To change the location of user files, open the .gcf  file located in the same directory as 

SECard.exe and change the value of the [File] 

Location=X       ;X=0 for « Just me », X=1 for « Everyone » 
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I. 5 - Compatibility 

ü Firmware / SECard version 

This SECard version (3.3.x) provides compatibilities tables between SECard versions and 

firmware versions of readers.  

The objective is to configure with a unique tool SECard WAL* and Architect® readers. 

 

 

 

 

 

 

 

 

 

 

 

 

 

SECard version OCB version Firmware version 

V3.3.x OCBv3 Ó Z05 

V3.4.x OCBv4 Ó Z08 

V3.5.x OCBv5 Ó Z09 

 

* To configure standard readers and WAL with firmware SZ188F21, use a SECard version < v3.3.x 

and refer to SECard User Manuel v6.4. 
 

(1):  When an SCB (Standard, WAL, ARC, ARCs) without Bluetooth® configuration and with DESFire 

configuration* is presented to an ARCS Bluetooth®, a Bluetooth® configuration, named ñDESFireAutoò, 

is activated for the Bluetooth®. All parameters (size, number of key, site codeé) are the same as 

DESFire parameters.  

* DESFire configuration: private ID with one file, data type: Raw and without biometry. 

 

ü Configuration file / SECard version 

 
 SECard V1.x SECard V2.x SECard V3.x 

.ese  V File converter File converter 

.pse generated with version < 3 x V V* 

.pse generated with version Ó 3 x x V 

 

  

SECard version SCB version Firmware version  

V2.0.x V7 Z01 

V2.1.x V8 Ó Z02 

V2.2.x V9 Ó Z04 

V3.0.x V10 Ó Z05 

V3.1.x V11 Ó Z07 

V3.1.x V12 Ó Z08 

V3.3.x V13 Ó Z11 

V3.4.x V14 Ó Z14 

V3.5.x V15 Ó Z16 

Important note for Architect® readers  

With SECard it is possible to configure all the features of the Architect® (RFID, keypad, touch screen, 

biometric, Bluetooth®, Matrix module) on a same SCB. The reader will recover in SCB only the parameters 

that are necessary. To disable a feature, disconnect the subassembly and represent the SCB to the reader. 

 

Warning* 

When a .pse file created with SECard V2.x is loaded and saved in SECard V3.x with a 

password, it will not be possible to load it again in SECard V2.x. 
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I. 6 - Starting SECard software 

At first use, the software opens a window to enter the serial number of 32 characters located at the back 

of the encoder. After recording the number, the software doesnôt reiterate this request.  

 
 

It is possible to install the software on an unlimited number of workstations, but it is only possible to use 

it with the dedicated encoder (corresponding to the serial number). This number allows SECard to 

authenticate with the encoder provided in the kit. If you want to order an additional encoder contact the 

sales department.  

 

When starting the software, a window appears to enter the login information or to load a specific 

configuration file. 

There are three Access level, managing different permissions within the software. These passwords are 

saved in the configuration file. 

Note: if the following window appears and the password required is not known, press cancel and then 

use the ñLoadò button to load another file. The default file is in installation directory. 

  

Access level Default password Associated rights 

Administrator STidA Software configuration and use without restriction 

Power User STidP Configurable by the Administrator 

User STidU Create user cards 
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I. 7 - Overview 

 

 

 
× The software is divided into four distinct parts: 
 

SECard and encoder settings  

 

Create configuration card  

 

Create user cards 

 

Tools 

 

× On the Home page you have the choice of language and the link for user manual.   
User manual is available anytime with the F1 key. 

 

× The encryption/signature user keys can be filled: 

- with a random value by a right click into the field and by choosing ñFill with random valueò or 
by pressing on the keys CTRL+R. The random values have cryptographic level and are 
generated by ISAAC generator.  

- with FF by pressing on the keys CTRL+F or with right click. 
- with 00 by pressing on the keys CTRL+O or with right click. 

 

× It is possible to Copy / Paste: 

- by a right click into the field and by choosing ñCopy / Pasteò.  

- by pressing on the keys CTRL+C / CTRL+V. 
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II. SECard Settings  

II. 1 - Encoder 

 

SECard Identification number 

 Register the new encoder or check value. 

 

Serial communication settings  

Set the communication between encoder and SECard. 
 
× The default baudrate of the encoder is 38400 bauds. 

Caution, this baudrate must be exactly the same as that defined in the software. 

 

To change the serial communication speed, it is possible to change the value of baudrate. To do this, 

ensure that communication encoder / SECard is correct, select a baudrate from the drop down "Baud 

rateò (115200 baud is the maximum baudrate) and click on "applyò.  

 

Note: 

* If you donôt know the correct communication port connected to the reader, it is possible to find it by 

clicking on the button .  
It is necessary to install the USB driver, and it is necessary to connect the reader. 
 

* By pressing the left CTRL key and by using the  button SECard will search for a connected reader 
on all serial com. ports and all speed rates. It can take some time.  
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× The communication between SECard software and encoder is done by serial link or USB, it is based on 
the communication protocol SSCP (STid Secure Common Protocol). 
Encoders integrate public signature algorithms (HMAC-SHA1) and encryption (AES), which can be used 

to secure data in serial communication between the encoder and SECard.  

Communication can be done in four different ways: 

V Plain   : Plain communication encoder / SECard 
V Sign    : Signed communication encoder / SECard  
V Encipher   : Enciphered communication encoder / SECard 
V Sign and Encipher : Signed and Enciphered communication encoder / SECard  

 
Note: 
Communication encoder / SECard is more secured when it is used signed and enciphered (Security 
mode to ñSign and Encipherò). Plain communication (Security Mode to "Plain") is not secured. 
 

 
SSCP communication keys 
 

When the communication is Signed and / or Enciphered, the software SECard and encoder use the user 
default keys: 

Signature key:   A087754B7547481094BE 
Encipherment key: E74A540FA07C4DB1B46421126DF7AD36 
 

To change the value of these keys, simply check the box "Signature and / or Encipherment" and write the 
value. Then click-on the button ñChange keysò.   

 Note:  

V The button  allows you to restore default value. 
V Software and encoder key must be the same so that the two parts can communicate. 

V If the box "Change SECard key only" is checked, only the keys of the software will be changed.  
 

 
V When changing user keys and software encoder, a window will appear requesting authentication.  

 
 

 

 

 

 

 

 

 

  

Warning 
 

It is important to know the current user keys. 
 

If lost, it would not be possible to communicate securely with the reader. 

Only "Plain" mode would remain usable if it is still authorized. 
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Warning 
 

If the plain mode is unauthorized and the user keys are lost, it will not be possible to 
communicate with the encoder. 

 
It will be necessary to return the equipment for a factory reset. 

 
 

 

 
Encoder authorized communication modes 
 

Authorized / unauthorized communication mode between encoder and SECard. 

 

To authorize a mode, simply click on the button "Set Modes" while checking desired modes. Those that are 

not checked will be unauthorized. 

 

In order to authorize them again, simply restart the command in the right mode of communication while 

taking care to validate the desired mode. 

 

 

 

 

 

 

  

 

Blue Mobile ID encoding 
 

Configure the Bluetooth® encoder (ARCS-W35-G-BT1-5AA) to authorize or not the encoding of 

smartphone in standby.  
 

× Require smartphone unlocking for configuration encoding 
If checked, requires that the phone is unlocked to encode configuration.  

 

× Require Smartphone unlocking for Virtual Card encoding 
If checked, requires that the phone is unlocked to encode virtual card. 
 

 

 Confirm your selection by clicking on this button:   
 

 

Connect 

When powered on the encoder will light the white Led and emit a beep. 
 
To verify the communication parameters with the encoder, use the button ñConnectò. If the communication 
configuration is ok, the encoder will respond with light and sound signals and an acknowledgment window 
will appear. 
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II. 2 - User rights 

 

Power User Rights 

"Power User" mode is the transition between "Administrator" and "User" modes. 
The administrator allocates the rights to the power user. 
 

Configuration card counters 

Counters display the number of SCB configuration card programmed and the number of SKB card 
programmed. 
 
These values can be reset through the reset button only by Administrator or Power User if authorized. 
Note: these values are saved into the .pse file. 

 
 Keys display option 

It is possible to hide the values of the keys in their fields. 
 
It can be activated by Administrator and remains activated when logged as Power User or User. 

Log on as:  

Change the access level. 

It is necessary to know the password of the selected level. 

Authorized changes:  

- Administrator to Power User and to User. 

- Power User to User and to Administrator. 
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II. 3 - Files 

  

When loading configuration file use SCB version defined by 

SCB version is contained in the configuration .pse file.  

It is possible to:  
 

× Keep the version of SCB by checking Configuration file. 
SECard automatically retrieves the firmware version in the .pse file that was loaded and selected 
compatible SECard version.  

 

× Choose the SCB version compatible with reader firmware. 
This choice will be made in the SCB Wizard.  

 

PSE configuration file 

Passwords for SECard login are contained in the configuration file.  

This page allows you to save the configuration file containing all the current configuration settings (keys, 

formats, reader...). You can select a location and password to protect the file. 

   

When loading a configuration file (.pse), SECard automatically restarts.  

 

 

Refer to T16 - Recommendation to save the configuration files PSE. 
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Save asé 

¶ Passwords for SECard login 

 
 

 Random Password Generator Generates Logins:  

 

 

These passwords are needed to open SECard with the corresponding configuration.  

 

 
 

 

 

¶  

 

 

This password is used to protect .pse file. It is optional. 

 

Note: when a .pse protected file is loaded, the window below appears:  
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¶ When you click on Save Aséa window asks to re-enter the current Administrator SECard login 

password. 

 

 
 

Note: with pse default file, enter STidA. 

 

Note: a Power User with ñLoad/Save configuration filesò rights cannot change the Login 

Password. 

 

A second window will open allowing you to select the file save location: 

 

 
Once name and location entered, click Save. 

 

 

 

¶                  : To load a configuration file (.pse) into SECard without closed the software. 

  



 

V7.2.1 - Part 1 - Page 21 on 263   

II. 4 - Credits 

 
 

To encode virtual user cards in the phone, you have to buy credits that will be loaded into the encoder. 

 
Links to download the application for your mobile device:  

 

 

 

STid Mobile ID® can store 3 types of cards:  
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Credit Request 

This part of the software lets you make a credit request to your supplier.   

 

Two methods are proposed: 

¶  ñEmail requestò if the station has an internet connection and an e-mail messaging software 

available.  

 

¶  ñGenerate text fileò: request file that can be sent by e-mail or any other mean.   

 

Email Request 

Select the credit required and click on . 

A window will open with your e-mail messaging software: 

 

Follow the instructions in the e-mail. 

Warning: you can only make a single credit request at a time. Any other credit request will replace the 

previous if the license code generated by the first request has not been used. 
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Generate text file 

Select the credit required and click on . 

A window will open allowing you to select the location where to save the file: 

 

Send an email to your supplier with your purchase order and attach the document. The code provided in 

the attachment is essential to generate the credit license codes. 

To allow the connection between your supplier order and your credit request, we suggest: 

  - To put your order number in your email 

  - And/or put the RequestID on your purchase order 

  - Indicate the recipient email/fax/address (for the licence code that will be generated) 

Credits Load 

1- Connect the encoder that generated the request. 

2- Enter the license code provided. 

3- Click on . 

 

Credit balance 

To check the credit balance available in the encoder, connect the Bluetooth® encoder and click on 

Check. 

The credit balance is displayed as follows:  

 

 

 

If the encoder connected is not a Bluetooth® model and you try to generate a Request Credit the 

following error appear:   
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Delete your virtual access card to recover the related credits 

  

In Administrator profile: 

 

 
 

Enter the configuration name and the write key used to create the virtual card and click Delete VCard. 

Credits are automatically reloaded into the encoder.  

 Load the current configuration settings into the field. 

 

 

In Power User and User: 

Itôs only possible to delete the VCard corresponding to the current settings. 
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III. Reader Configuration ï SCB / OCB 

 

 

 
 

Open the configuration wizard for 
readers 

 

 
 

Print the configuration list displayed. 

 

 
 

Save in .rtf file the configuration list 
displayed. 

 

 
 

Clear the configuration list displayed. 

 

 
 

Display details information of current 
configuration. 

 

Load the configuration to the reader by 
serial link. 

 

 
 

Read a SCB configuration card. Use 
SCB Company Key defined in the 

configuration wizard. 

 
 

Create a SCB configuration card or 
virtual SCB with parameters defined in 

the configuration wizard. 
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This version of SECard allows you to create the configuration for WAL range, Architect® range (ARC, ARC 

One, ARCS and ARCS Blue) and OEM module MS2, MS2S.   

 

When the configurations settings are validated, the button turn on ñ1ò  . 

These buttons are useful to enable or disable configurations. 

  



 

V7.2.1 - Part 1 - Page 27 on 263   

Warning 

 

Changing a reader reference is not possible through a SCB card. 

 

 Example:  ARC-R31-E-103-xx reader cannot be configured as an ARC-R31-E-PH5-xx reader. 

 It is necessary to return the product at the factory to change a reference.  

Load configuration with cable 

From v3.1.0 version, the SCB configuration can be load into the reader via serial link. 

When all the settings are filled in the SCB configuration wizard: 

1- In ñSerial communication settingsò select the port number.  

 

2- Connect the reader ARC-R3x to configure via converter cable to the PC. 

 

3- Click on ñLoad configuration with cableò while the LED blinks orange for serial readers or at any time 

for TTL readers 

Creating physicals SCB cards 

Refer to T15 ς Recommendations for the Configuration Cards management 

From version V3.5.x of SECard, SCB configuration card must be created with the types of cards below:  

Chip to be used 

MIFARE® DESFire® EV2 not locked 4ko  

MIFARE® DESFire® EV1/ EV2 not locked 8ko  

Itôs possible to reuse an SCB card when we know his master key. 

 

 

 

 

 

Creating virtual SCB card (only for Bluetooth® reader and STid Mobile ID® app)  

From the V3.0.x SECard version, the configuration cards can be loaded into a smartphone. STid Settings 

application is required.  

A smartphone can contain multiple virtual configuration cards. 
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III. 1 - SCB Wizard: Reader configuration settings 

 

SCB level 

 

 

Choose the settings, to be encoded in the SCB: 
 

× Full settings: reader and chip settings will be encoded in SCB card. 
 

× Reader settings only: only the reader settings and reader keys will be encoded (not available for 

reader Bluetooth® configuration). 
 

× Chips settings only: only the chip settings and chip keys will be encoded, readerôs settings have been 

configured via the UHF or via another SCB card. 

 

 

Reader configuration: In the list select Secure reader SCB 

 
 

 

Reader ñsettingsò: The reader configuration is done in eight steps. To move from one stage to another, you 

must click on ñNextò. 

 

 Click here 

Configuration wizard / Choose SECard version 

to use 

  Click here 

Reader reference selection 

Clich here 

Reader communication protocol 

  Click here 

Reader physical protections 

Click here 

LED and Buzzer 

 Click here 

Keypad, biometric and ARC new options 

 Click here 
Touchscreen options 

 Click here 
Blue/NFC Mobile ID options 

Click here 
Matrix code options 
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SCB - Step 1 

 

The available functionalities and the compatibility of SCB depend on reader firmware generation. 

To provide compatibility between SECard and firmware versions, SECard proposes the choice about SECard 

version to use if the option is validated in ñFilesò cf. II. 3 - Files. 

          

To determine the version of firmware, refer to paragraph.T2.1 - Powering up   
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SCB - Step 2 

 
 

This step allows you: 

× To choose the type of reader to configure. 

 

× To activate keypad configuration.  
 

× To activate touchscreen configuration. 

 

× To activate Blue/NFC Mobile ID configuration.  

 

× To activate the biometric configuration.  
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× To select 125 kHz module (SE8 or SE8M) and activate configuration. 

 

 

The current model appears on the screen  

 

The SE8M module is only available for TTL R31/S31 and R31/103 readers in Wiegand output 

protocol (Wiegand 26 bits-3i default). 

This choice impacts on 125kHz settings. 

 

× To activate Matrix configuration. 
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SCB - Step 3 

This window appears when the reader type selected at step 2 is R31/103: 

 

This window appears when the reader type selected at step 2 is 
 TTL output:  

 
  

Protocol  
It contains the different TTL communication protocols supported by the reader. 

 For more information about the protocols refer to T4 - About TTL communication protocols. 

Note: When encoding, the ID format is formed according to the format of the current protocol (example: 

Decimal 13 characters for the protocol 2B - 10 hexadecimal characters for 3CB protocol).   
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Protocol options 

× ñData sizeò:   adjust the size for custom protocol. 

Maximum size in Wiegand: 48 bytes 

Maximum size in Data/Clock: 10 bytes 

 

× ñForced site code on UIDò:  force a site code whatever the communication protocol. 

The value of the code will be transmitted most significant on one or two bytes. 
UID can be truncated according to the protocol used. 
This option is only available in UID mode (not available on Wiegand 64 bits - 3T Protocol). 

ISO 14443-3B PUPI / iCLASSÊ* 

It is possible to manage differently the PUPI ISO14443-3B and the ISO 14443-2B by calculating an 

authentication code using a cryptographic hash function (SHA1) and a secret key. Other norms (ISO14443-

A) and frequencies (125 kHz & 3.25 MHz) are not concerned by this option. 

If the protocol size is less than 20 bytes, the 20 bytes obtained signature will be LSB truncated. 

If the protocol size is more than 20 bytes, a zero padding will be made. 

 
*Our readers only read the UID/Chip Serial Number. They do not read secure HID Globalôs iCLASSÊ cryptographic 

protections. 

 

Card ID range filter (LSB) 

It is possible to return an UID / ID only if it is within a specified 4 bytes bounded range. 

 

If the size of the UID / ID is more than 4 bytes, the range will be made on the 4 bytes LSB (taking into 

account the MSB First option first). The limits are included, lower limit Ò UID / ID Ò upper limit. 

 

If the UID / ID is in the range, the reader will return the code for the current protocol and perform an action 

card LED + Buzzer (SCB). Otherwise, the reader light up (not configurable and not disabled) red LED + 

Buzzer for 400ms. 

 

The UID / ID is compared to the hexadecimal value after taking into account the MSB First parameter and 

before entry into protocol shape.  

For example, for a protocol 2S, the code to compare will be the code on 4 bytes before coding to 2S 

format. 

 

Technologies authorized 

When the selected reader type is ñUID onlyò, you can select the type of chip technologies that can be read 

by the reader. 

 

Private ID security 

 

Private ID can be encrypted AND signed before being written in the card. 

The reader will decrypt and authenticate the private ID before sending it on its output media. 

Only an ID correctly decrypted and authenticated will produce an output data, otherwise the reader will 

remain mute. 

The Authenticated Encryption uses the MtE mode (Maced then Encrypt). 

 

Note: The size of private identifier is limited to 12 bytes. 

 

 

https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Authenticated_encryption#MAC-then-Encrypt
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This window appears when the reader type selected at step 2 is serial output:   

 

Serial communication protocol 

 
It contains the different serial communication parameters. 
  
For more information about the protocol, refer to T5 - Serial communication protocol. 
 

 

Protocole Options 

× ñData sizeò:  adjust the size for custom protocol. 

Maximum size in Hexadecimal: 48 bytes 

Maximum size in decimal: 10 bytes 

  

Note: 

It is possible to increase the size of the field beyond the maximum size for this, hold the button CTRL and 

click in the "Data Size", and then the value appears underlined. This manipulation does not work for 

encoding but only for reading an identifier. Only available on series readers. 
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SCB - Step 4 

  

Reader protection option 

× Save user keys in non-volatile memory:  enables the keys to be saved, in encrypted form, in EEPROM 

non- volatile memory, in case of power failure. 
 

× Erase keys on tamper switch activation: enables all the reader keys to be erased, if the status or 

accelerometer is changed. 
 

× On tamper activation keeps red as default: requires activation of tearing. 

If the status of accelerometer is changed, LED is on the red indicating that the keys have been erased.  
 

× Tamper switch signal: enables the tamper switch signal to be activated. Refer to T11 - Tamper switch. 
 

× Tamper switch ID: enables the tamper switch ID to be activated. Refer to T12 - Tamper switch ID. 
 

× Common frame for Tamper switch and Life signal: allows you to enable sending in a frame of a tamper 

signal and life, available only for R31, S31 and R33+INTR33E readers. Refer to T13 - Mutual Life / 

Tamper switch Signal. 
 

Note: There is no tearing management on USB readers. 

Life signal 
Enable / disable the life signal and choose the type of signal "Generic" or "specific". Refer to T10 - Life 
signal function. 
 

Accelerometer sensitivity 
The ARC reader range includes an accelerometer to detect the reader tearing.  
Depending on the support / installation location of the reader, it may be necessary to adjust the sensitivity 
of the sensor so that only an effective tear is detected.  
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SCB - Step 5 

 

 

LED default state 
 

Define the default LED state (color and blink mode).  

Availables modes for ARC readers: 

× OFF 

× Fixed 

× Classic blinking 

× Pulse 

× Rainbow  

 

Availables modes for WAL readers: 

× Fixed 

× Classic blinking 

 

The image on the right allows you to view the selected effect: blinking and color. 
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Card detection action 

× Define the LED and buzzer state (color and blink) when a card is detected. 

This information is independent of the acceptance of the identifier.  

 

× Light at Bluetooth® connection 

Flash LED when smartphone start connection on the reader. The color can be selected by clicking 

on the right square. 

This action, independent of the detection of the virtual badge, informs the user that the 

communication between the smartphone and the reader is in progress. 

 

× Close relay:   

On ARC/ARCS close the relay during time selected if the card has been well read (UID or 

PrivateID). If this function is enabled, the relay is no longer used for tamper or ring functionalities. 

 

Note: Blinks times or LED duration defines, for the ARC Screen, the display time of the ñimage and text 

badge detectionò state.  

 

 

Buzzer sound level  

Define the sound level for the buzzer only available for ARCS, ARC1 and ARC1S. 

 

External control LED color     
 

Define the color of LED1 input, LED2 input and both LED if they are controlled simultaneously. 

To modify and select a color, click on the symbol ARC or color buttons, the following window opens: 

 

To select a predefined color, click on one of the colored squares color. 

For ARC readers only, it is possible to choose a different color. Move the cursor to the desired color, the 

value displayed corresponds to the RGB hexadecimal code of the selected color. It is possible to copy the 

value by double clicking. 

 

Enable external LED / Buzzer control 

Control LED and buzzer externally. The polling period is adjustable in increments of 100ms. 

Only available for serial readers (R/S-32 and R/S-33) in bidirectional mode. 

 

Direct buzzer 

Activate the buzzer as soon as a card is detected without waiting for an external command. 

Only available for serial readers (R/S-32 and R/S-33) in bidirectional mode.  
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SCB - Step 6 

 

 

Reader biometric settings 

 

× Security level: represents the reliability rate between the encoded and read fingerprints. 

ü Security level = 1: low false finger security level (Morpho Sagem recommendation). 

ü Security level = 2: medium false finger security level. 

ü Security level = 3: high false finger security level. 

 

× Threshold: represents the quality level of the fingerprints to encode in the chip (0 up to 10). 

Lower threshold = less false rejection. Morpho Sagem recommendation: 5. 

 

× Number of fingers to enroll: represents the number of fingerprints to encode. 

 

× Number of fingers to check: represents the number of finger to check. 

 

× Minutiae capture consolidation: allows to capture the same finger three times. The biometric sensor will 

choose the best one during the encoding.  
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× Duress biometric authentication: The UID or private ID returned by the reader will be modified to 

include the finger number with which the user authenticated. 

This feature takes precedence over the site code if used. 

 

Example: ID 0x1122334455 / 73 588 229 205 (decimal) 

 

Detection of finger number 2: ID sent by the reader is 0x0222334455 / 9 163 719 765. 

 Note: not available in Wiegand 3T protocol, le 1st byte being used for the chip type. 

Note: A new user card encoding with different number of fingers requires to format the chip.  

 

× Fake finger detection: Enable / Disabled the Fake finger detection with specific detection level. 

 

 

× Secure biometric data storage in the reader: 

 

 

When this operating mode is select, the number of fingers to enroll is set on 2 fingers and the number of 

fingers to check is set on 1.. 

To create the Biometric Configuration Card, refer to BCC section. . 

In this mode, you canôt encode templates in user card. 

Warning: It is the responsibility of the end-user to ensure that the installation is in keeping with the 

local rules for the management and the storage of biometric data. 

 

More information about this mode, refer to T9 - Biometric data into the reader. 
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Warning 
 

The Wiegand 26 bits format is not available in Card AND Key mode. 

 

Keypad options 

Choose between the modes ñCard OR Keyò and ñCard AND Keyò:  

× Card OR Key + format choice:  

 

 

Once the reader detects a card, its ID number is sent 

according the selected protocol followed by an 

acknowledgement sound.  

Each time a key is pressed, its number is sent to the host 

according the selected protocol and encoding mode 

followed by an acknowledgement sound. 

 

 

 

× Card AND Key + keys number: 

 

 

When the key sequence is finished, the reader expects an 

identifier for a period of 6 seconds (a beep sound to 

indicate pending identifier). 
 

 

For more information on the functioning and format, refer 

to paragraph T6 - About keypad readers. 

 

 

 

 

 

 

 

× On Key Pressed  

Allow to activate / deactivate LED and Buzzer when user press one touch of the keyboard. 

 

× Display: Choose de default display for touchscreen if keyboard is active. 

 

¶ Keypad:  

Display the keyboard.  

 

¶ Default image: 

Display the default text and image (see step 7).  

 

To display the keyboard, touch a first time the screen.  

 

The display reverts to the default image after a timeout of 10s. 
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× Scramble Pad (Only available for screen touch ARC): Activate the scramble on keypad. 

The scramble is performed: 
 

¶ Card AND Key: 

o After each sequence: enter the number of configured keys and reading a valid card. 

o After a time out of 6s after the seizure of configured keys without presentation of a valid 

card. 

o Following the annulment by the * or # key.   

 

¶ Card OR Key: 

o After reading a valid card. 

o Every 30s. Pressing a key or reading a card resets the timer. 

 

× Backlight: Allow to activate / deactivate keypad backlight.  

 

ARC options  
 

 

 
Eco mode (Low Power) 
In this mode, light is less intense, and the scan cycles reduced, the consumption of 
the reader is reduced of about 25%. 

 

 

Subdued (LED) 
  Reduce drastically the led intensity 

 

Disable UHF configuration 
Deactivate the UHF chip. 

          For more details about UHF configuration, refer to VIII. 10 - UHF config 

 

          Disable all sounds emitted by the reader   
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Warning 

 

When the ring is active and if the reader has a screen then the tearing will not be effective 

on static relay (used for the ring). 

 

SCB - Step 7 

 

 
 

Display Bell button 

Display or not the bell button on screen. 

When you press the bell, it will be activated during 1s. 

 Headband appearance  

Keypad inactive and ring inactive 
 

Keypad active in Card AND Key 

mode and ring inactive 
 

Keypad active in Card AND Key 

mode and ring active 
 

Keypad inactive and ring active 
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Rotate 180°: Used to rotate the image at 180°. 

Reader Language 

Choose the language used to display the text on the screen: English (default) or French. 

 

Reader State 

Select the state to change, either from the drop-down menu, or by clicking on the corresponding icon. 
 

 
For each state, itôs possible to change the image, the text and the text color. 

Note: for the biometric, the text is not modifiable because it takes into account the number of fingers defined 

in the configuration wizard. 

 

Texts 

To change the text color, click on the color button. 

(the language of this windows depends on your Windows language)  

The color applies to the three lines of text. 
 

Image 
 

Load an image file in SECard and adjust with the three button: 

 
 

 

Load an image file for the selected state. 

 

 

Delete the image file to the selected state. 

 

 

Reduces the image on the screen. 

 

Note: The classic image formats are supported (bmp, png, jpeg, ...). By against the screen reader does not 

support transparency, the background color is white.  
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Warning 

 
Loading images into the reader is possible only through the reader serial communication, not 

with the SCB. 

 

Loading image into the reader 

 

After loading the images into SECard for the seven states, they must be loaded into the reader. 

 

The check boxes allow you to select the states will be activated by the SCB and validate the image on the 

screen. ñDefaultò and ñbiometricò states are automatically activate. 

 
 

  

      

 

 

 

1 - Connect the screen touch reader to your computer with the reader serial link and set the communication: 

 
 

2 - Power on the reader and click on                               while the LED blinks orange for serial readers 

or at any time for TTL readers.    

 

 

3 - The loading progress is indicated by the progress bar:  

The operation is repeated seven times, once for each image.  

 

 

 

 

At the end you must have the message below: 

 

 

 

 

Note: 

* Each image has an index, a new load erases the image loaded before. 

* If you get the message below, your communication settings are not correct, return to the step 1.  

 
 

* If the image has been loaded into SECard was moved, the preview will not be available and the next 

image will be displayed in the IHM SECard. 

 
 

* The display time of the state ñBadge detection image and textò is defined in step 5 ñLED and Buzzerò 

with ñBlinks timesò if the blink is activated or ñLED durationò.  
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Default Image and text  

 Visuel 

Default Image and text  

 

 

Badge detection image and text*  

 

 

Tamper switch activation image and text 

 

 

Biometric template read image 

(none editable text) 

 

 

External LED1 action image and text 

 

 

External LED2 action image and text 

 

 

External LED1 + LED2 action image and text 

 

 

 

Important note 
 

A configuration card created with a version of SECard <V2.1 (SCB < V8) for a standard reader will 

automatically activate the screen if it is presented to a reader ARC screen with only the image ñdefault image 

and textò and images related to the states LED1 and LED2. 

 

A configuration card created with a version of SECard <V2.1 (SCB < V8) for a standard keypad reader will 

automatically activate the screen in keypad mode if it is presented to a reader ARC screen with only the image 

ñdefault image and textò and images related to the states LED1 and LED2. The default image is the keypad.  

Detected card 
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SCB - Step 8 

 

 

Four configurations are available for Bluetooth® authentication: 

Configuration 

 Name 

Characteristics 

ConfMobileID ConfMobileID SameAsDESFire Custom 

VirtualAccesCardName STid Mobile ID STid Mobile ID+ STid Secure ID Custom 

Identification modes Only Card 
All available 

except Remote 

Only Card up to 

0.5m 
All available 

Requires smartphone 

unlocking to authenticate 

Select by 

customer 

Select by 

customer 
No Custom 

Site code 51BC 51BC 
CRC16 CCITT 

AID DESFire 
Custom 
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Blue/NFC mode 

Configure the reader to read STid Mobile ID® or OrangeTM PAckID or Open Mobile Protocol. 

This choice impacts the screen wizard Step 8 and Blue/NFC Mobile ID Settings: 

 STid Mobile ID® 
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 STid Mobile ID® (CSN) 
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 OrangeTM PAckID 
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Blue Mode Orange Pack ID 

The detection mode for this application is fixed to Contact. 

Warning: To configure the reader for this application, you must create a physical SCB and not a 

virtual SCB. 
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 Open Mobile Protocol 
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Blue/NFC Mobile ID and NFC-HCE compatibility 

If ñSTid Mobile IDñ or ñOpen Mobile Protocolñ is activated, then it is not possible to activate ñNFC-HCEñ, the 

parameters and keys are greyed. The NFC Mobile ID is automatically activated. 

 
or 

 

 

 
 

If ñOrange Pack IDñ is activated it is possible to activate ñNFC-HCEñ, the parameters and keys are not 

greyed. 

 

 

 
 

NFC Mobile ID and « ISO14443-3B PUPI / iClass » compatibility 

ñNFC Mobile IDò and ñISO14443-3B PUPIñ can be activated at the same time as ñNFC Mobile IDñ is 

compliant with ISO14443-A. 
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Blue Mode STid Mobile ID 

Designation 

× Configuration Name: enter the name of the configuration Mobile ID Secure Plus: 14 characters max. 

Note: configuration name ñConf Mobile IDò is reserved to STid Mobile ID. 

 
× Site Code: 2-bytes data used for the site code of the configuration. 

Note: site code 51BC is reserved for STid Mobile ID®.  

 

× STid Mobile ID (CSN): configure the Blue reader to read only a CSN on the smartphone.  
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Identification modes and communication distances 

For each identification mode the communication distance is adjustable. 

× Card: 

 
 

By placing the smartphone in front of the reader. 
¶ Contact: smartphone must be in contact with the reader. 

¶ Up to 0.2m: smartphone must be in an area of 0.2m around the reader 

¶ Up to 0.3m: smartphone must be in an area of 0.3m around the reader. 

¶ Up to 0.5m: smartphone must be in an area of 0.5m around the reader. 

× Slide/External 

detection: 

 
 

 

 

 

 

 

 

Slide: By placing your hand close to the reader without taking out your smartphone.  

 

 

 

External detection: Works by changing the potential applied to the LED2 input (see 

details below). 

 

The distance between the smartphone and the reader can be: 

¶ Very short 

¶ Short 

¶ Medium 

¶ Long 

¶ Very long  
 

Not available for ARC1S neither ARCS keypad in Card or Key mode. 
 

× Tap Tap: 

 

By tapping your smartphone twice in your pocket for near or remote opening. 

The communication distance can be: 

¶ Up to 3m 

¶ Up to 5m 

¶ Up to 10m 

¶ Up to 15m. 
 

× Hands free: 

 

By simply passing in front of the reader. 

Communication distance around the reader: 

¶ Up to 3m 

¶ Up to 5m 

¶ Up to 10m 
 

× Remote: 

 

 

By controlling your access points remotely.  

Communication distance around the reader: 

¶ Up to 3m 

¶ Up to 10m 

¶ Up to 15m 

¶ Up to 20m 
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Warning 
 

When Architect® Blue readers are installed close to each other, detection distances 
must be defined to accommodate the distance between the readers to avoid cross 

readings. 
 

 

× Remote button selection 

If the identification mode "Remote" has been activated, it allows to associate the current configuration to 

the Remote button 1 or Remote button 2.  

Notes:  

The notion of distance in Bluetooth® corresponds to an area around the reader, not just in 

the front. 

Reading distances depend on the environment, on the position smartphone // reader ...  

It is recommended to do on-site testing to evaluate the settings. 

 

 

 

 

× External event detection using reader input: 

Hand (slide mode) information is given by capacitive sensor or input LED2 level on ARCS reader. 

If enabled: information is given by LED2 level.  

Á LED2 no connected or connected to high level = Hand not present 

 

Á LED2 connected to the GND = Hand present.  

 

For example: connect a detection system to the LED2. When people are detected, the smartphone 

reading is activated.  

 

× Unlocking smartphone required by the reader: security option 

¶ If checked: the smartphone must be unlocked (with PIN code or other unlocking option 

depending on the smartphone) to authenticate with the reader. 

 

¶ If unchecked: unlocking the smartphone is not required to authenticate with the reader. 
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× NFC SAK/ATQA values adding 

In RFID a chip is identified by two parameters ATQA and SAK. These parameters must be known to the 

readers for read the identifiers. 

Smartphones in NFC mode meet this same rule. Some ATKA + SAK are already implemented in STid readers. 

To ensure the compatibility of the readers with the reading of new smartphones in NFC mode, these fields 

make it possible to set up three values of ATQA and SAK. 

How to know these values for your smartphone:  

× Enabled the NFC on the smartphone 

× Go to Create user cards  

 

× Present the smartphone to SECard encoder and hold CTRL + click on Read UID button  

 

× Result                                                                      
 

× Enter this value in the field:  

 

 

Notes: 

¶ The NFC-HCE option for ñNFC Mobile IDò is not a SECard option. It has to be activated in STid 

Mobile ID app (activated by default). 

This feature is only available for Android phones. 

 

¶ ñNFC Mobile IDò is not compatible with STid Settings app.  
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SCB - Step 9 

 

× MATRIX code type selection 

Select the code type to be read: 

 

Data Matrix QR Code Aztec code Code 128 
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× MATRIX code format 

Select the format of the matrix code to be read. 

The maximum size of the code depends on the format chosen: 

Format Size in characters  
Size in 
bytes 

 

Hexadecimal 96 48  

Decimal 25 10 
De 0 à 1208925819614629174706175 

0x0 à 0xFFFFFFFFFFFFFFFFFFFF 

ASCII 192 48  

 

Note: only the characters list below are authorized in ASCII: 

Value ASCII character Value ASCII character Value ASCII character 

30 0 38 8 61 a 

31 1 39 9 62 b 

32 2 41 A 63 c 

33 3 42 B 64 d 

34 4 43 C 65 e 

35 5 44 D 66 f 

36 6 45 E   

37 7 46 F   

 

Note: if the code to read is not in the code type set in the wizard, the code is not read. For example, if decimal 

type is set and the code to read contain letter the code will not read. 

 

To read a specific part of the data code go to the settings Matrix code:  
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× Ambient lighting 

 

- Eco mode  

- Standard mode / Night day 

- Intense lighting mode 

 

 

× Advanced settings 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Click the button                                  to complete the reader configuration settings.   

Lighting beam brightness Control the power of the spot which illuminates the 
code 

Normal Intense 

Lighting beam target  Control the power of the laser which targets the 
code 

Low Normal High 

Detection sensitivity Control the sensitivity of the trigger to start 
scanning the code 

Low Normal Max 
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III. 2 - SCB Wizard: reader security keys  

 

SCB company key 

Refer to T15 ς Recommendations for the Configuration Cards management 

 

Configurable readers with « SCB » card are initially supplied with default configuration (factory key 
0XFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF). 
These can be configured by a "SCB" with 0xFFéFF in current key to a new company key.  
It can be entered manually or automatically by pressing CTRL + R or by right click "Fill with a random 
value."  
 
After the initial configuration and in order to reconfigure the reader, it will be necessary to present to the 
reader "SCB" with a company key similar to that recorded by the reader.  
 

  
Warning 

 
This key is important and should definitely be known by the administrator. It protects the data 

from the "SCB" and allows changes to the configuration of readers. 
 

If you lose this key, the reader cannot be reconfigured for another "SCB" and will must be reset 

at the factory. 

. 
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Serial communication keys  

Modify the signature and encipherment keys for serial secured reader (S32 / S35 / S33). 

For more information about the protocol, refer to  

T5.2 - Bidirectional communication mode 

 

Easy Secure or Wiegand encryption AES key 

Modify the enciphered AES key used to secure the connection between the reader R33 and INTR33E and 

the output reader S31. 

Note: 

The default value (factory settings) is «FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF». 

It is mandatory to change the value of this key so that the output is encrypted. 

PUPI ISO 14443-3B 

      Enter the key used for the signature calculation, called ñsecret keyò (10 bytes).  

 

ARC UHF configuration protection key  

Change the write UHF configuration key, if enabled. It recommends to change it, to protect the 

configuration in the chip in against further write operations. 

Authenticated encryption: 

Enter the authenticated encryption key. 

Change automatically the communication key: by default, select this option. 

× Activate:   

In SECard <v3.3.x this option is automatically activate. The authentication sequence at the power 

on of the reader are: 

 

- 1st case: The current decoder or control panel key is the default key 0xFFéFF. 

 

  

 

Authenticate 

with New key 

is OK ? 

Secure channel 
communication open. 

 END 
 

Red LED and 
buzzer 

yes 

no 

Power on 

  

Authenticate 

with Current 

лȄCCΧCC ƪŜȅ ƛǎ 

OK ? 

- Send the new key to the decoder or 
control panel (Change key command). 

 

- Authenticate with this new key. 
 

- Secure channel communication open. 
 

END 

yes 

no 

Delay 1mm 
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- 2nd case: The current decoder or control panel key is different to default key. 

 

 

× Not Activate:  the authenticate sequence is: 

 

 

  

 

Authenticate 

with New key 

is OK ? 

Secure channel 
communication open. 

 END 
 

Red LED 
and 

buzzer 

yes 

no 

Power on 

  

Authenticate 

with Current 

key is OK ? 

- Send the new key to the 
decoder or control panel 
(Change key command). 

  

- Authenticate with this new 
key. 

  

- Secure channel 
communication open. 

END 
 

yes 

no D
e

la
y 

1
m

m 

  

Authenticate 

with default 

0xFF..FF key is 

OK ? 

- Send the new key to the 
decoder or control panel 
(Change key command). 

  

- Authenticate with this new 
key. 

  

- Secure channel 
communication open. 

END 

yes 

no 

 

Authenticate 

with New key 

is OK ? 

Secure channel 
communication open. 

 END 
 

- Red LED and buzzer. 

- Present the SCB 
configuration card to the reader 

to send the new key to the 
decoder or control panel. 

yes 

no 

Power on 
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If PAC 64 protocol selected at step 3 

 

PAC64 master key:  Enter the authenticated PAC64 encryption key. 

 

 

 

 

 

 

 

Click the button                                  to complete the key settings. 
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III. 3 - OCB Wizard: Reader configuration settings 

Reader configuration: In the list select OSDP reader OCB 

 
 

 

Reader ñsettingsò: The reader configuration is done in five steps. To move from one stage to another, you 

must click on ñNextò. 

 

 Click here 

Configuration wizard 

  Click here 

Reader type and options 

Clich here 

Protocol and options 

  Click here 

LED and Buzzer 

Click here 

Keypad and biometrics options 

Click here 
Touchscreen options 

Click here 
Blue/NFC Mobile ID options 

Click here 
Matrix code  
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OCB - Step 1 

 

The available functionalities and the compatibility of OCB depend on reader firmware generation. 

To provide compatibility between SECard and firmware versions, SECard proposes the choice about SECard 

version to use if the option is validated in ñFilesò cf. II. 3 - Files. 
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×   

When you click on Get configuration from SCB wizard all parameters defined in OCB wizard are set in wizard 

will be replace by the parameters presents on the SCB. 
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OCB - Step 2 

 
 

Features activation: 

× To activate keypad configuration. 

 

× To activate touchscreen configuration. 

 

× To activate Blue/NFC Mobile ID configuration. 

 

× To activate the biometric configuration.  
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× To select 125 kHz module (SE8 or SE8M) and activate configuration. 

 

 
 

This choice impacts on 125kHz settings. 

You can see the current model on the screen  

 

 

× To activate Matrix configuration. 
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Reader protection option 

× Save user keys in non-volatile memory:  enables the keys to be saved, in encrypted form, in EEPROM 

non- volatile memory, in case of power failure. 

 
 

× Erase keys on tamper switch activation: enables all the reader keys to be erased, if the status or 

accelerometer is changed. 

 
 

× On tamper activation keeps red as default: requires activation of tearing. 

If the status of accelerometer is changed, LED is on the red indicating that the keys have been erased.  

 
 

× Tamper switch signal: enables the tamper switch signal to be activated.  

 
 

 

× Accelerometer sensitivity 

The ARC reader range includes an accelerometer to detect the reader tearing.  
Depending on the support / installation location of the reader, it may be necessary to adjust the sensitivity 
of the sensor so that only an effective tear is detected. 
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OCB - Step 3 

  
  
 

× Private ID security 

 

Private ID can be encrypted AND signed before being written in the card. 

The reader will decrypt and authenticate the private ID before sending it on its output media. 

Only an ID correctly decrypted and authenticated will produce an output data, otherwise the reader 

will remain mute. 

The Authenticated Encryption uses the MtE mode (Maced then Encrypt). 

 

Note: The size of private identifier is limited to 12 bytes. 

  

https://en.wikipedia.org/wiki/Authenticated_encryption#MAC-then-Encrypt
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× Protocols 

 

 
 

Type RAW 

 

Á Type Raw + Backward compatibility: Format code is fixed to 

01h.  

 

Á Type Raw: Format code is fixed to 00h. 

 

Use protocol size: Allow to fix the data size send by the reader 

to the OSDP_RAW command (UID and Private ID). 

 

 

Type Wiegand 

 

Á Format code is fixed to 01h. 

Á 3 different Wiegand are available: Wiegand 26bits, 35 bits and 

37 bits. 

 

 

 

 

 

 

 

 

 

 

 

 

For 13.56MHz, BLE/NFC and Private ID 125kHz possibility to format the data send in osdp_RAW with Keep 

MSB or LSB bits data, add a zero padding on left or right (Left justified or Right justified) and add parity bits 

on the data read.  

 

For UID 125kHz, the reader calculates and adds the parity bits obligatorily with the configuration Keep LSB 

/ Add parity bit / Left justified. The options defined in SECard are not take into account. 
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Protocol options 
 

× ñForced site code on UIDò:  force a site code whatever the communication protocol. 

The value of the code will be transmitted most significant on one or two bytes. 
UID can be truncated according to the protocol used. 
 

× Enable Plain mode after secure channel authentication: 
 

- disable: after osdp_keyset command with a key different from default key SCBKD, it is 
mandatory to communicate over the secure channel. 

 
- enable: after odsp_keyset command with key different from default key SCBKD, it is 

possible to communicate in plain mode even after successful authentication. 
 

 
× Use ACK instead of Busy 

 
Tick this option if the system does not take into account ñosdp_Busyò reply. 
 

- disable: reply is osdp_busy. 
 

- enable: reply is osdp_ACK. 
 
 
Corresponds to the Manufacturer command: 

 
 

× Offset in bit 
 

Allow to fix the first bit of ID send by the reader to the OSDP_RAW command (UID and Private ID).  

Adjustable from 0 to 255 bits. 

 

example: if the offset is 6 and the data is 0x123456 (hexa), 0b0001 0010 0011 0100 0101 0110 (binary) 

The data with the offset will be 0b10 0011 0100 0101 0110 (binary), 0x023456 (hexa) 

 
× Change RS485 address / Baudrate: 

 
Allow to fix the RS485 address and the Braudate with OCB configuration badge, without use the 
osdp_COMSET command. 
 

 
× No wrap text: Link to OSDP_TEXT command (default disable) 

 
- Disable: if the OSDP_TEXT command is used to display more than 1 text line or 1 text line that 

not fitted on only 1 text line, then the reader will clear all the screen and will display the 
corresponding text. 
 

- Enable: the reader will cut the text beyond the first line; the reader will display only the first line 
and will not clear all the screen. 
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× ISO 14443-3B PUPI / iCLASSÊ* 

It is possible to manage differently the PUPI ISO14443-3B and the ISO 14443-2B by calculating an 

authentication code using a cryptographic hash function (SHA1) and a secret key. Other norms (ISO14443-

A) and frequencies (125 kHz & 3.25 MHz) are not concerned by this option. 

If the protocol size is less than 20 bytes, the 20 bytes obtained signature will be LSB truncated. 

If the protocol size is more than 20 bytes, a zero padding will be made. 

 
*Our readers only read the UID/Chip Serial Number. They do not read secure HID Globalôs iCLASSÊ cryptographic 

protections. 

 

× Card ID range filter (LSB) 

It is possible to return an UID / ID only if it is within a specified 4 bytes bounded range. 

 

If the size of the UID / ID is more than 4 bytes, the range will be made on the 4 bytes LSB (taking into 

account the MSB First option first). The limits are included, lower limit Ò UID / ID Ò upper limit. 

 

If the UID / ID is in the range, the reader will return the code for the current protocol and perform an action 

card LED + Buzzer (SCB). Otherwise, the reader light up (not configurable and not disabled) red LED + 

Buzzer for 400ms. 

 

The UID / ID is compared to the hexadecimal value after taking into account the MSB First parameter and 

before entry into protocol shape.  

  

https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Key_(cryptography)
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OCB - Step 4 

 
 

LED default state 
 

Define the default LED state (color and blink duration).  
 

× OFF 

× Fixed 

× Blinking with Duration ON and OFF 

 

The image on the right allows you to view the selected effect: blinking and color. 

You can always change this state with the command osdp_LED and permanent settings. 

 

Card detection action 

× Define the LED and buzzer action (color and blink) when a valid identifier is detected. 

     This information is independent of the acceptance of the identifier.  

 

× Light at Bluetooth® connection 

Flash LED when smartphone start connection on the reader. The color can be selected by clicking 

on the right square. 

This action, independent of the detection of the virtual badge, informs the user that the 

communication between the smartphone and the reader is in progress. 

 

Buzzer sound level  

Define the sound level for the buzzer only available for ARCS, ARC1 and ARC1S.  
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OCB - Step 5 

 

 
 

Biometric reader settings 

 

- Security level: represents the reliability rate between the encoded and read fingerprints. 

ü Security level = 1: low false finger security level (Morpho Sagem recommendation). 

ü Security level = 2: medium false finger security level. 

ü Security level = 3: high false finger security level. 

 

- Threshold: represents the quality level of the fingerprints to encode in the chip (0 up to 10). 

 Lower threshold = less false rejection. Morpho Sagem recommendation: 5. 

 

- Number of finger to enroll: represents the number of fingerprints to encode. 

 

- Number of finger to check: represents the number of finger to check. 

 

- Minutiae capture consolidation: allows to capture the same finger three times. The biometric 

sensor will choose the best one during the encoding.  

 

- Fake finger detection: Enable / Disabled the Fake finger detection with specific detection level. 
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Keypad options 

 

× On Key Pressed:  

Allow to activate / deactivate LED and/or Buzzer when user press one touch of the keyboard. 

 

× Display: Choose de default display for touchscreen if keyboard is active. 

 

o Keypad: Display the keyboard.  

 

o Default image:  Display the default text and image (see step 7).   

To display the keyboard, touch a first time the screen.  

The display reverts to the default image after a timeout of 10s. 
 

× Scramble Pad (only available for screen touch ARC): Activate the scramble on keypad. 

The scramble is performed: 
o After reading a valid card. 

o Every 30s. Pressing a key or reading a card resets the timer. 

 

× Backlight: Allow to activate / deactivate keypad backlight.  
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OCB - Step 6 

 
 

Reader Language: Choose the language used to display the text on the screen: English (default) or French. 

Rotate 180°: Used to rotate the image at 180°. 

Index: select the Index number [0 ; 9] to load the selected image and text.  

Texts: To change the text color, click on the color button. 

(the language of this windows depends on your Windows language)  

The color applies to the three lines of text. 
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Warning 

 
Loading images into the reader is possible only through the reader serial communication, not 

with the OCB. 

 

Load your images: 

 

 
 

 

Load an image file for the selected state. 

 

 

Delete the image file to the selected state. 

 

 

Reduces the image on the screen. 

 

 

 

Note: The classic image formats are supported (bmp, png, jpeg, ...). By against the screen reader does not 

support transparency, the background color is white.  

 

Loading your image into the reader 

 

   

      

 

 

 

 

1 - Connect the screen reader to your computer with the reader serial link and set the communication 

parameters: 

 

 

 

2 - Power on the reader and click on                               .   

 

 

3 - The loading progress is indicated by the progress bar 

  

 

 

Note: 

* Image/text has an index; a new load erases the image/text loaded before. 

* If you get the message below, your communication settings are not correct, return to the step 1.  

 
 

* If the image has been loaded into SECard was moved, the preview will not be available, and the next 

image will be displayed in the IHM SECard. 
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OCB - Step 7 

 
 

Blue/NFC mode 

Configure the reader to read STid Mobile ID® or OrangeTM PAckID or Open Mobile Protocol. 

This choice impacts the screen wizard Step 7 and Blue/NFC Mobile ID Settings. 
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 STid Mobile ID® 
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 STid Mobile ID® (CSN) 

W
iz

a
rd

 S
te

p
 8

 
 

 
 

W
iz

a
rd

 B
lu

e
/N

F
C

 M
o
b
ile

 I
D

 s
e
tt
in

g
s
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 OrangeTM PAckID 

W
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The detection mode for this application is fixed to Contact. 
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 Open Mobile Protocol 
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Blue/NFC Mobile ID and NFC-HCE compatibility 

If ñSTid Mobile IDñ or ñOpen Mobile Protocolñ is activated, then it is not possible to activate ñNFC-HCEñ, the 

parameters and keys are greyed. The NFC Mobile ID is automatically activated. 

 
or 

 

 

 
 

If ñOrange Pack ID ñ is activated it is possible to activate ñNFC-HCEñ, the parameters and keys are not 

greyed.  

 

 

 
 

NFC Mobile ID and « ISO14443-3B PUPI / iClass » compatibility 

ñNFC Mobile IDò and ñISO14443-3B PUPIñ can be activated at the same time as ñNFC Mobile IDñ is 

compliant with ISO14443-A.  
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Blue Mode STid Mobile ID 

Designation 

× Configuration Name: enter the name of the configuration Mobile ID Secure Plus: 14 characters max. 

Note: configuration name ñConf Mobile IDò is reserved to STid Mobile ID. 

 
× Site Code: 2-bytes data used for the site code of the configuration. 

Note: site code 51BC is reserved for STid Mobile ID®.  

 

× STid Mobile ID (CSN): configure the Blue reader to read only a CSN on the smartphone.  
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Identification modes and communication distances 

For each identification mode the communication distance is adjustable. 

× Card: 

 
 

By placing the smartphone in front of the reader. 
¶ Contact: smartphone must be in contact with the reader. 

¶ Up to 0.2m: smartphone must be in an area of 0.2m around the reader 

¶ Up to 0.3m: smartphone must be in an area of 0.3m around the reader. 

¶ Up to 0.5m: smartphone must be in an area of 0.5m around the reader 

 

× Slide: 

 
 

 

 

Slide: By placing your hand close to the reader without taking out your smartphone.  

 

 

 

External detection: Works by changing the potential applied to the LED2 input (see 

details below): 

¶ Very short 

¶ Short 

¶ Medium 

¶ Long 

¶ Very long  

Not available for ARC1S neither ARCS keypad in Card or Key mode. 

× Tap Tap: 

 

By tapping your smartphone twice in your pocket for near or remote opening. 

The communication distance can be: 

¶ Up to 3m 

¶ Up to 5m 

¶ Up to 10m 

¶ Up to 15m. 

 

× Hands free: 

 

By simply passing in front of the reader. 

Communication distance around the reader: 

¶ Up to 3m 

¶ Up to 5m 

¶ Up to 10m 

 

× Remote: 

 

 

 

By controlling your access points remotely.  

Communication distance around the reader: 

¶ Up to 3m 

¶ Up to 10m 

¶ Up to 15m 

¶ Up to 20m 

× Remote button selection 

If the identification mode "Remote" has been activated, it allows to associate the current configuration 

to the Remote button 1 or Remote button 2. 

Notes:  

The notion of distance in Bluetooth® corresponds to an area around the reader, not just in 

the front. 

Reading distances depend on the environment, on the position smartphone // reader ...  

It is recommended to do on-site testing to evaluate the settings. 
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Warning 
 

When Architect® Blue readers are installed close to each other, detection distances 
must be defined to accommodate the distance between the readers to avoid cross 

readings. 
 

 

 

 

 

 

 

Notes: 

¶ The NFC-HCE option for ñNFC Mobile IDò is not a SECard option. It has to be activated in STid 

Mobile ID app (activated by default). 

This feature is only available for Android phones. 

 

¶ ñNFC Mobile IDò is not compatible with STid Settings app. 

 

× External event detection using reader input: 

Hand (slide mode) information is given by capacitive sensor or input LED2 level on ARCS reader. 

If enabled: information is given by LED2 level.  

Á LED2 no connected or connected to high level = Hand not present 

 

Á LED2 connected to the GND = Hand present.  

 

For example: connect a detection system to the LED2. When people are detected, the smartphone 

reading is activated.  

 

× Unlocking smartphone required by the reader: security option 

¶ If checked: the smartphone must be unlocked (with PIN code or other unlocking option 

depending on the smartphone) to authenticate with the reader. 

 

¶ If unchecked: unlocking the smartphone is not required to authenticate with the reader. 

 

× NFC SAK/ATQA values adding 

In RFID a chip is identified by two parameters ATQA and SAK. These parameters must be known to the 

readers for read the identifiers. 

Smartphones in NFC mode meet this same rule. Some ATKA + SAK are already implemented in STid readers. 

To ensure the compatibility of the readers with the reading of new smartphones in NFC mode, these fields 

make it possible to set up three values of ATQA and SAK.
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How to know these values for your smartphone:  

× Enabled the NFC on the smartphone 

× Go to Create user cards  

 
× Present the smartphone to SECard encoder and hold CTRL + click on Read UID button  

 

× Result                                                                      

 

× Enter this value in the field:  
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OCB - Step 8 

 

× MATRIX code type selection 

Select the code type to be read: 

 

Code 2D Data Matrix QR Code Aztec code Code 128 
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× MATRIX code format 

Select the format of the matrix code to be read. 

The maximum size of the code depends on the format chosen: 

Format Size in characters  
Size in 
bytes 

 

Hexadecimal 96 48  

Decimal 25 10 
De 0 à 1208925819614629174706175 

0x0 à 0xFFFFFFFFFFFFFFFFFFFF 

ASCII 192 48  

Raw 192   

 

Note: only the characters list below are authorized in ASCII: 

Value ASCII character Valeur ASCII character Valeur ASCII character 

30 0 38 8 61 a 

31 1 39 9 62 b 

32 2 41 A 63 c 

33 3 42 B 64 d 

34 4 43 C 65 e 

35 5 44 D 66 f 

36 6 45 E   

37 7 46 F   

 

Note: if the code to read is not in the code type set in the wizard, the code is not read. For example, if decimal 

type is set and the code to read contain letter the code will not read. 

 

To read a specific part of the data code go to the settings Matrix code:  
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× Ambient lighting 

 

- Eco mode: for low and normal light environments 

- Standard mode / Night day: for all lighting conditions 

- Intense lighting mode: for indoor and outdoor environments with full sun exposure or direct lighting 

on the reader. 

 

× Advanced settings 

 

 

 

 

 

 

 

 

Click the button                                  to complete the reader configuration settings.   

Lighting beam brightness Control the power of the spot which illuminates the 
code 

Normal Intense 

Lighting beam target  Control the power of the laser which targets the 
code 

Low Normal High 

Detection sensitivity Control the sensitivity of the trigger to start 
scanning the code 

Low Normal Max 
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III. 4 - OCB Wizard: reader security keys  

 

 

Attention: the osdpTM readers, in factory configuration, are in the transport key (key value 
not known). 

 

 

 

 

 

 

 

Warning 
 

The OCB company key is important and should definitely be known by the administrator. It 
protects the data from the "OCB" and allows changes to the configuration of readers. 

 
If you lose this key, the reader cannot be reconfigured for another "OCB" and will must be reset 

at the factory. 

. 
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Configure a factory reader 
 

Check "Use transport key" and "New" and enter a value in the field. 

 

When this OCB configuration card is presented is to the reader, the security key of the reader takes the 

value of the new field (ex: 0xAAéAA). 

This configuration card is usable on the factory readers and on the readers having already been 

configured by this card. 

 

OCB  
« Transport key » to « key 0xAAéAA » 
 

Reader with transport key 
 

OK 

Reader already at the key 0xAéAAA 
 

OK 

Reader with another key value 
 

KO 

 

Modify the key of a reader 

 

Enter the readerôs key value in the current field and the value of the new key. When this configuration card is 

presented to the reader, the security key of the reader takes the value of the new field (ex 0xBB ... BB) only if 

the current key value is that known by the reader.  

 
 

OCB  
« key 0xAAéAA » to « key 0xBBéBB » 
 

Reader with transport key 
 

KO 

Reader with key 0xAAéAA 
 

OK 

Reader with key 0xBBéBB 
 

OK 

Reader with another key value  KO 
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Recommended procedure in the test phase 
 

Step1: create an OCB badge to pass the reader from transport key to the key 0xFFéFF: 

 
 

- Label this badge to identify it. 
- Present the OCB badge to the reader, wait for the BIPS to take into account. 
- The reader is now at the key 0xFF ... FF. 
- You can re-encode this badge in order to make changes to the reader settings and do configuration 
tests without losing the reader security key. 
- When the configuration is validated proceed to step 2 to secure the reader with a different key from 
FF. 

 

Step2: create an OCB badge to pass the reader from 0xFFéFF to a new key 

 

 
 

 

- Label this badge to identify it. 
- Present the OCB badge to the reader, wait for the BIPS to take into account. 
- The reader is now at the new value key. 

 

PUPI ISO 14443-3B 

Enter the key used for the signature calculation, called ñsecret keyò (10 bytes).  

 

Authenticated encryption: 

Enter the authenticated encryption key. 

 

Secure channel based key (SCBK) 

Assign with OCB configuration card the secure channel base key.  

 

 

Click the button                                  to complete the key settings.  
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III. 5 - MIFARE® DESFire®: settings 

 
To help user with the settings of the DESFire® chip, a drop-down menu offers pre-configurations. Depending 

on the selected configuration, the parameters are automatically selected, and key values are generated 

randomly, it is always possible to view and / or make changes using the Settings and Keys buttons. 

 

Manual Mode: all parameters and keys are to be entered manually. 

Standard: corresponds to a standard secure level configuration. 

High Security: corresponds to a high security configuration with Key Diversification. 

High security Bio: corresponds to the high secure mode with biometric settings. 

HighSecEV2: corresponds to a high security configuration with Key Diversification and Proximity Check. 

HighSecEV2 Bio: corresponds to a highSecEV2 mode with biometric settings. 

 

 

The three modes CIMS, AGENT and STITCH, corresponding to specific French cards. 
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Read mode 

× UID: Reader configured in ñread-only serial numberò. 

× Private ID: Reader configured in ñread-only private codeò. 

× Private ID else UID: Reader configured in ñread-only private codeò. If it is not found or if the 

security settings are incorrect, then the reader will read and return the 

UID. 

× From Blue Mobile ID*: Reader configured in ñread-only Blue mobile ID codeò.  

 

 

Key mode 

× One key per file  (RW): Use one key per file used for reading and writing. 

× Two key per file (R & W): Use two keys per file. A key used for reading, the second for reading and 

writing. 
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Crypto 

Choose the authentication method to use. 

× 3DES   

× AES   

× AES but 3DES: In this case the reader will accept two authentication methods. First authentication 

AES, second in 3DES. The key value must be the same. 

 

It is also possible to modify the authentication method; you must change the value of the Card Master Key by 

checking New and writing the value and selecting the authentication method. 

 

*From BlueMobileID 

× If this mode is select, a Blue configuration must be enabled; if you select this option without Blue 

configuration you have the error:  

 

× In this mode, the DESFire parameters are automatically determined and inherited from the Blue 

configuration. 

These settings cannot be changed: 

 

V Crypto method: AES 

V AID: 0xFòsite code Blue configurationò0 

V MSB First 

V RandomID: no 

V Enable FID2: no 

V Data type: Raw 

V FID1: 0 

V Size and offset same as Blue configuration 

These settings can be changed: 

 

V Format Card 

V FreeAppDir 

V Biometric template FID nb 

  

× If FromBlueMobileID is select and BlueMobileID is configured on FromDESFire:  
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DESFire® options  

× Format card:  

If this option is enabled, DESFire® EV1 / EV2 chips will be formatted before encoding. 
 For this it is necessary to enter the current value of the Card Master Key of the chip. 

 

 

 

 

× Random Id: 

If this option is enabled, the DESFire® EV1 / EV2 chips will be configured in Random Id mode. It means 

the chip serial number sent for each ñScanò will be different and coded on 32 bits. 

 

 

 

 

× Free App dir: 

If this option is enabled, reading the list of applications included in the chip will be possible without 

authentication.  

This option is enabled by default on the chip DESFire® EV1/EV2. 

 

× Use FID key ID to change key value: 

By default in SECard a change of key value file requires a preliminary authentication with the Master 

Key Application. 

If this option is enabled, SECard will authenticate with the key to change. 

To use this option with a chip that has been encoded but not with SECard, requires that the application 

has been created with the access rights to the "Configuration Changeable OK" otherwise it will format 

the chip or delete the application. 

In the case of encoding maps agents this option must be enabled. 

 

× Free C/D: 

On the DESFire itôs possible to choose the settings of application. 

By default SECard create Application with Free Create/Delete. To create / delete file, authentication 

with Application Master key is not required. 

 

If this box is check application will be created without Free Create/Delete. To create / delete file, 

authentication with Application Master key is required.  

 

× Communication mode: 

 

On the DESFire® EV1/EV2, itôs possible to choose the communication mode with the file.  

There are three different modes: Plain, MACed or Fully Enciphered. 

ü Plain: communication in plain. 
ü MACed: communication in plain with signature DES/3DES or AES. 
ü Fully Enciphered: communication fully enciphered in DES/3DES or AES. 

 

 

This setting is applied to the encoding and to the reading. 

 

 

 

 

  

Warning 
 

This option is irreversible. The Random ID cannot be disabled afterwards. 

Warning 
 

This option will completely erase the data (applications and files) of the chip but not the 

current key. 
 

 

Warning 
 

The default communication mode in SECard is Fully Enciphered up to SECard 
versions < 3.0.0 
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× Application IDentifier: 

If "MAD3" is checked, then the value of the identifier of the application will be four characters long, but 
it real value will consist of six, SECard forcing the first character to the value "F" and the last to "0" .  
Example: For Application IDentifier ñ51BCò, application really created will be ñF51BC0ò. 
 
If this box is unchecked, the field of AID is no longer restrained and completely customizable by the 
user, and then it is possible to set it to 6 characters long 
 

× Mode for reading 

 

The DESFire® EV2 offers security features (Secure messaging EV2) that we will call here Mode Ev2: 
including the prohibition of dialogue in EV1 and 3DES. 
 

EV1 only: Reader configured to read Ev1 and EV2 in EV1 mode.  
A not locked EV2 will be read as an EV1. 
A locked EV2 will not be read. 
 
 

EV2 or EV1: Reader configured to read EV2 (locked or not) and EV1. 
Reader will try to communicate in EV2 mode, if he fails it tries in EV1. 
 
 

EV2 only: Reader configured to read EV2 only.  
An EV1 will not be read. 
 
 

× Mode for encoding 

 
EV1 only: Encode only in EV1 mode. 

A not locked EV2 will be encoded as an EV1. 
A locked EV2 will not be encoded. 
 
 

EV2 or EV1: Encode an EV1 in EV1 AES mode and an EV2 (locked or not) in EV2 mode. 
 
 

EV2 only: Encode only in EV2 mode. 
An EV1 will not be encoded. 
 

 
× Lock EV2 Mode (Secure messaging) 

 

Only available for EV2 chip. During the encoding, the chip will be configured to communicate only in 

Secure Messaging EV2. It will no longer be able to talk in EV1 or 3 DES.  

Warning 

This operation is definitive, no possible óCANCELô. 

 

× EV2 Proximity check / Proximity check Response Time 

 

Enables protection against relay attacks. 

Puts tighter timing constraints on the permitted round-trip delay during authentication, in order to 

make it harder to forward messages to far-away cards or readers via computer networks. 

 

The maximum acceptable time for exchange of the Proximity Check is user-defined (multiple of 100 

micro seconds). 
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MSB First  
 

If the box is checked, the reader reads the identifier Most Significant Byte First.  

If the box is unchecked, the reader reads the identifier Least Significant Byte First.  

 

For STid reader, the MSB First is default mode. 

UID MSB First 

 

If ñRead modeò is ñPrivate ID else UIDò, define the reading for Private ID and for UID.  

With this option, you can separately define the reading direction for the private ID and the UID.  

 
If the box is checked, the reader reads the UID Most Significant Byte First.  

If the box is unchecked, the reader reads the UID Least Significant Byte First.  

 

Enable FileID2 

Activate the settings of the second file. 

 

SECard allows the user to encode two files with two possibilities: 

× Reserve the space for the second file without encoding it. 

× Write the second file at the same time than the first. 

 

 

FileID1(FID1) 

Set the first data file: 
 

× Data type: 

 

Choose the data type to read:  

- Raw: if data in the card have been written in hexadecimal. 

- ASCII: if data in the card have been written in ASCII Decimal ï max 17 digits 

(8 bytes).(for ex: 0x313131 written in the card will be read 111 or 0x6F 

depending protocol chosen). 

Only available for ARC & ARC1 readers 

 

× ID nb: Choose the number (0 to 31) of the file to be created into application. 

× Size: Choose the size of ID to be encoded. 

 

× Offset: Define an offset in the encoding from the first byte. 

 

× As FID2: Encode the second file in a future encoding. 

Must report data (key, size, file number ...) of the second file in the field box FileID1.  
After this manipulation, the FID2 will be ready to be encoded and read by the 
reader without reconfiguring by SCB card. 
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FileID2(FID2) 

Set the second data file, if the box ñEnable FileID2ò is checked: 

 

× Write: Encode the second file in the same time than the first. If the box is not checked, 

the second file is not encoded, but the settings are known by the reader. 

 

× ID nb: Choose the number (0 to 31) of the file to be created into application. 

 

× Size: Choose the size of ID to be encoded. 

 

× Offset: Define an offset in the encoding from the first byte. 

 

× Concatenate: This feature informs to tell the reader that it must read the files FID1 and FID2. 

The information brought up by the reader will be then concatenated (the first file 

and second file). In this case of configuration, it is necessary that the global 

encoded data size (FID1 & FID2) match the size of outgoing protocol defined in 

the configuration of the reader. (Example: for a Wiegand 3CB 5 bytes, the total 

size of both files should be 5 bytes or less). In the opposite case, the reader will 

truncate the FID2 data. In this mode, the file FID2 is also automatically written at 

first encoding if the box ñWriteò is checked. 

 

× First: In this mode, the reader automatically reads the first file found using security 

parameters. If authentication with the file FID1 is not possible (bad key values for 

example), the reader will then attempt to read the second file. 

 

 

Note:  

File 1 and 2 are Standard data files (StandardDataFile) of 48 bytes each. 

RF communication is according the choice of user. 

Both numbers of the two files must be different from the number of biometric file otherwise numbers will be 

highlighted in red. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Biometric options  

× Biometric template FID nb: Choose the number (0 to 31) of the file that will be encoded fingerprints. 

× Enable bio derogation: refer to  T7.2 - Biometric derogation. 
 

 

Goto Keys:  shortcut to the DESFire keys settings. 
 

  

Click the button                                  to complete the DESFire® settings.   
  

Warning 
 

In the case of using two files and when the "Write" is activated (Concatenate or First), it is 
important that the sizes defined in the field ñsizeò of the files 1 and 2 correspond to those to be 

encoded.  
 

For this, the addition of insignificant 0 may be necessary 
Example: for an ID 0x11 0x22, if the defined size is 3 bytes, i twill then fill 0x00 0x11 0x22. 

. 
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III. 6 - MIFARE® DESFire®: keys 

 

  
 

 

 

 

 

 

 

 

Define all the MIFARE® DESFire® keys. 

For more information about the memory organization refer to T3.2 - MIFARE® DESFire® and MIFARE® 

DESFire® EV1/2 chips memory mapping. 
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Card Master key 

Card Master key is the value of the master key of the chip MIFARE® DESFire® and MIFARE® DESFire® 

EVx. 

 

Default value is « 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 » (16 bytes to 00h). 

It is recommended to change its value to optimize security. 

 

 

 

Application Master key 

Application Master key is the value of the key of the application that has been defined within the settings 

MIFARE® DESFire® and MIFARE® DESFire® EVx. 

 

Default value is « 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 » (16 bytes to 00h). 

It is recommended to change its value to optimize security.  
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Diversified RandomID Card Key to GetUID 

 

In the case of RandomID card and diversification, itôs necessary to authenticate with the card to get the 

UID with GetUID command. 

 

By default, the key used to make the authentication is the Card Master Key (CMK), if you donôt know this 

key defined another key to authenticate. 

This key is created during encoding only if RandomID is select in settings and box ñNewò is checked. 

 

Note: if you donôt enter a new value with box new check, the GetUID used CMK key. 

 

Diversification 

 

×  

This function allows you to use another key than the one known by the user. To do this, the encoder uses 
the algorithm defined in the box ñCryptoò in the DESFire® settings, to generate another key. 
 

ü If the current algorithm is the 3DES, the generated key is a function of 3DES encryption key set in 
the 16-byte "3DES key diversification" field. It is necessary that the first 8 bytes of this key are 
different to the last 8 bytes.  

 
ü If the current algorithm is AES, the key will be generated based on the user key and other parameters. 

In this case, the "key 3DES diversification" field is grayed. 
 

×                      diversify the Card Master Key. 

To deactivate diversification applied to the Card Master Key, it is necessary to uncheck 
the "CMK" option and format the chip via the option "Format the card". Furthermore, 
you have to change the keys. 

 
 

×    Diversified key according to NXP-AN-165310.  

 

       
      Diversified key according to NXP-AN10922 method. 

 
 
ñDiversification inputò is: UID I AID I KeyNum. 
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×   
 
Diversified key according to NXP-AN10922 method with reversed AID (LSB / MSB) before the 
computation of the diversified key.  
Ex. AID = 10 C5 FB or AID = FB C5 10.  
 

 
×  

 
 
 
Specifies the 20-byte input used in NXP AN-10922 diversification (use CMAC K1*). 
 
 
 

×  
 
 
 
 
 

Specifies the 20-byte padding used in NXP AN-10922 diversification (use CMAC K2*). 
 
 

* RFC 4493: 
 

 
 
 
  

 
Note: in order to authenticate with the French Card CIMS you MUST use one of these methods.  
 

Note: 

* For diversification to be effective it is necessary to also check the "New" key boxes to diversify and 

enter the value of the key. 

 

* It is possible to use the diversification and Random Id options at the same time in a configuration. 

However, the Card Master Key wonôt be diversified. 

 

×                           Check this box to read card encoded with specific Gemalto MD3811 diversification 

                          (1 I UID I Padding & Card UID Len=4) only to read encoded card not for encoding. 

 

 

×                            Diversified key according to NXP-AN-0148 (3DES divAv1) 

  



 

V7.2.1 - Part 1 - Page 105 on 263   

 

FileID1 Keys / FileID2 Keys 

 

Set the number key and key value for data files. 

Warning, the key number 0 is the Application Master Key. 

 

If using ñOne key per fileò the section ñWrite keyò is grayed. 

 

To change a key value, in the "Current" field fill the current key and then checked "New" and fill in the field 

with the value of the desired key. 

 

Default key are 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00. 

 

Note: 

 

From SECard 3.0.0, it is not required to write the value of New in Current to re-encode the card.  
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¶ Particular case: it is possible to use the same key for file 1 and file 2.  

 

In this case, the key fields must be filled in as below:  

 

 

To change the value of the key, the key fields must be filled in as below: 

 

 

¶ Free Read 

 

To read a file encoded with Free Read use the key number 14. 

The key field is grayed out. 

 

When this key is used for reading key, the reading does not require authentication.  
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¶  Using a single key to manage application and file security 

 

With SECard Ó 3.0.0, you can use the Application Master Key (0) to manage the security of the 

application and file 1. File 2 must not be activated. 

 

Case of One key per file (RW):  

 

First encoding 

 

Second encoding with the same key value 

 

 

Second encoding with change key value 
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Case of two keys per file: 

 

First encoding on virgin card  

 

 

Second encoding with the same key value  

 

 

Second encoding with change key value  
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DESFire® biometric template file security keys 
 

Set the key number and key value for biometric file. 

 

If using ñOne key per fileò the section ñWrite keyò is grayed. 

 

To change a key value, in the "Current" field fill the current key and then checked "New" and fill in the field 

with the value of the desired key. 

 

Default key are 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00. 

 

 

 

 

 

Note: 

 

If in DESFire® settings the Read mode is ñFrom Blue Mobile IDò, file ID1 keys are automatically determined 

according to Blue configuration keys. 

 

 

 

Click the button                                            to complete the DESFire® EVx keys. 
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III. 7 - MIFARE Plus® SL3: settings 

 

Read mode 
 

× UID: Reader configured in ñread-only serial numberò. 

× Private ID: Reader configured in ñread-only private codeò. 

× Private ID else UID: Reader configured in ñread-only private codeò. If it is not found or if the security 

settings are incorrect, then the reader will read and return the UID. 

 

User Key mode 
 

× One key (RW): Use one key per sector used for reading and writing. 

× Two keys (R et W): Use two keys per sector. A key used for reading, the second for reading and 

writing. 
 

Data 
 

× Size: Determines the length of the ID read in the sector. The value corresponds to 

the protocol selected in the configuration of the reader. However, it is possible 

to choose a different size by entering another value, in this case the reader 

will read the ID to the size specified in this field and will return to the format 

defined by the protocol. 

× Offset: Define an offset in the encoding from the first byte. 

× MSB First: If the box is checked the reader reads the identifier Most Significant Byte First.  

If the box is unchecked the reader reads the identifier Least Significant Byte 

First. 
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Sector location 

Define the sector to encode datas and/ or read by the reader. 

MAD (Mifare® Application Directory) is a "table of contents" which reference applications (information) written 
in the areas of usersô card through an AID (Application Identifier. Cf. AN103787). 
 
It is completely customizable and is divided into two parts: the cluster code and application code.  
 
The MIFARE Plus® 2k chip has 32 sectors (0 à 31). It can be used with MAD1 (sector 0 to manage sectors 1 
to 15) and MAD2 (sector 16 to manage 17 to 31).  
 
The MIFARE Plus® 4k chip has 40 sectors (0 to 39).It can be used with MAD1 (sector 0 to manage sectors 1 
to 15) and MAD2 (sector 16 to manage sectors 17 à 39). Only the first 31 sectors are managed by SECard.   
 
The MAD is protected by a read key (Key A) and a write key (Key B). Defaults are: 

V ñA0 A1 A2 A3 A4 A5 A6 A7 A0 A1 A2 A3 A4 A5 A6 A7ò for key A 
V ñFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFñ for key B 

 
These key values are those recommended by NXP application note which allows at all users to access the 
MAD. 
 
With this method (MAD and AID) a reader can retrieve a user code in cards that have been encoded at different 

memory areas with personal data at different location (in memory card). 

 

 

× Automatic + AID: 

 In this mode, the user does not have to worry about the location of data. The "SCB" and the user card 

are created with the following parameters: 

× First free sector available in card is chosen by SECard by MAD scanning. 

× AID defined in ñAIDò field is transmitted to the reader by the ñSCBò.  

× The user MAD card is programmed with AID in the corresponding position in the first sector 

available using the default keys: 

Á Read key (key A) ñA0 A1 A2 A3 A4 A5 A6 A7 A0 A1 A2 A3 A4 A5 A6 A7ò cannot modified 

Á Write key (key B) ñFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFò can be modified 

× The reader identifies the user card sector to read by searching the AID in the MAD.  

 

× Forced with MAD + sector number + AID: 

In this mode, sector number will be forced by SECard and use to encode user ID, but AID select in ñAID 

field will be written in MAD at right location (depending the sector number forced).   

Reader configured with these parameters will only use forced sector number and NOT MAD to find the 

sector to read.  

 

× Forced without MAD + sector number: 

In this mode, no MAD management is performed. Only the parameter ñsector numberò is considered to 

find the location of data in the chip.  

The reader reads the information in this sector. For the sector 0, only blocks 1 and 2 will be read. 

 

Note: AID 51BC displayed by default in the "AID" field is the value of the Application Identifier STid. 
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Biometric option 

 

Fingerprints to encode will be registered in sectors 32 to 39 of chips MIFARE Plus® Level 3. 

Options ñAutoò, ñForced with MADò and ñForced without MADò same principle as above. 

In the case of the use of the MAD with AID, the AID value must be different from that used for the private 

ID. 

Note: biometrics encoding is only possible on chips MIFARE Plus® Level 3 4KB of memory. 

 

× Enable bio derogation: refer to  T7.2 - Biometric derogation. 

 

 

 

 

 

 

Click the button                                  to complete the MIFARE Plus® Level 3 settings. 

 

  



 

V7.2.1 - Part 1 - Page 113 on 263   

III. 8 - MIFARE Plus® SL3: keys 

 

 
 

User keys diversification 

× Activate / desactivate key diversification.  

This function allows you to use another than the one key than known by the user. To do this, the 

encoder uses the AES algorithm to generate another key. To that diversification is effective it is 

necessary to check the "New" key boxes to diversify and enter the value of the key. 

× ñNXPò diversify the key according to NXP-AN10922 method. If this option is not selected the keys will 
be diversified according to the NXP-AN165310 method. 
AES_CMAC(K,1|UID|blocNb). 
 

 

User keys 

Keys to protect the sector containing the private ID. 

Enter the value of the current key and change it.  

 

Note: From SECard 3.0.0, to re encode a Mifare Plus, it is not required to put the value from field New 

to field Current.  














































































































































































































































































































