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Acknowledgment

Welcome to the world of high security!
You have purchased SECard software; it will allow you to program configuration and user cards.

We thank you for the confidence you place in us and hope that this solution developed by STid will
satisfy you.

We remain at your disposal for any questions about using this software on range of products.

We look forward to seeing you for more information on our website www.stid-security.com.

STid Team

Introduction

This manual is composed of two parts:

Part 1: Detailed description of all the functionalities

Part 2: Technical
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. Informations

I. 1 - PCrequirements

1 A PC with operating system: Windows 7, 8 or 10 or Windows server 2012r2.
1 USB available communication port.
1 50 MB min of free disk space.

I. 2 - USB Key Content

9 FTDI USB Driver for Windows 7, 8.x and 10.
1 SECard Version 3.x.X.

1  MorphoCBM Driver.

I. 3 - Hardware required
USB 13.56 MHz & Bluetooth® STid encoder Ref. ARCS-W35-E-BT1-5AA-1.
Z10 firmware version required (Identification on the back of the encoder).

To create SCB/OCB: MIFARE® DESFire® EV2 4ko not locked in EV2 mode

MIFARE® DESFire® EV1/ EV2 8ko not locked in EV2 mode

. 4 - Windows Installation

1 Insert the SECard USB Key on an USB port of your PC.
1 Wait for the automatic opening of the browser window.

« Exécution automatique EI = @

SECard v2.1.0 (F) 1 Launch SECard V3.x.x_setup.exe.
b A Follow the instructions on the screen.

[] Toujours faire ceci pour les images :

Opti-:m' images

ll Importer des images et des vidéos N()i
= vec Windows
4 Inporter des photos et des vidéos If FTDI driver has already been installed on
avec Galerie de photos Windows Live the PC during a previous installation of
e s ot s Live SECard uncheck FTDI driver in installation
wizard

Options : générales

Ouvrir le dossier et afficher les fichiers

avec Explorateur Windows

|
)l,}‘ Utiliser ce Iecteur pour la sauvegarde

”Q&
| avec Sauvegarde Windows
VeC Vv ae W

Options d'exécution automatique dans le Panneau de configuration
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1 Location of user files.

With SECard V3.x.x the settings files will be installed in the directory containing the executable
(as previous SECard version) and in the following directories depending on user choice.

_"_j Setup - SECard = 2

Select user files location
Here you can select the location of the files used by SECard

"Just Me" locates the configuration and setting files into the Private User profile
directory.

"Everyone” locates the configuration and settings into the Common programm data
directary.

WARMIMG: if you choose Everyone, anyone who uses this computer wil be allowed
to acces your configuration and settings files,

@ JustMe

Everyone

www . STid. com < Badck ][ Mext = ][ Cancel

V «Just me » : user files are saved in:

.JUsers/userXX/STid/SECaihxx.x/

In this case files are only accessible to the userXX or tAdh@nistrator.

V « Everyone » : user files are saved in :
../ProgramData/STid/SECardkx.x/

In this case files are accessible to everybody.

Note: To change the location of user files, open the .gcf file located in the same directory as
SECard.exe and change the value of the [File]

Location=X ;X=0 for «Just me», X=1 for €veryone»

[File]
settings=.“5ECard. pse
Location=0

V7.2.1- Part 1- PagelOon 263
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l. 5 - Compatibility
U Firmware / SECard version

This SECard version (3.3.x) provides compatibilities tables between SECard versions and
firmware versions of readers.

The objective is to configure with a unique tool SECard WAL* and Architect® readers.

SECard version SCB version Firmware version
V2.0.x V7 Z01
V2.1.x V8 O zo02
V2.2.x V9 O z04
V3.0.x V10 0z05
V3.1.x V1l 60 zo7
V3.1.x V12 O g0
V3.3.x V13 0 z11
V3.4.x Vvi4 O z14
V3.5.x V15 O B1

SECard version OCB version Firmware version
V3.3.x OCBv3 0z05
V3.4.x OCBv4 O zo8
V3.5.x OCBv5 O 9o

*To configure standard readers and WAL with firmware SZ188F21, use a SECard version < v3.3.x
and refer to SECard User Manuel v6.4.

@: When an SCB (Standard, WAL, ARC, ARCs) without Bluetooth® configuration and with DESFire

configuration* is presented to an ARCS Bluetooth®, a Bluetooth® configuration,namedi DESFi r,e Aut o0

is activated for the Bluetooth®. All parameters (size, number of ke y , site codeé) are the
DESFire parameters.

Important note for Architect®readers

With SECard it is possible to configure all the features of the Architect® (RFID, keypad, touch screen,
biometric, Bluetooth®, Matrix module) on a same SCB. The reader will recover in SCB only the parameters
that are necessary. To disable a feature, disconnect the subassembly and represent the SCB to the reader.

* DESFire configuration: private ID with one file, data type: Raw and without biometry.

U Configuration file / SECard version

SECard V1.x | SECard V2.x SECard V3.x
.ese \/ File converter File converter
.pse generated with version < 3 X \ V*
.pse generatedwi t h ver X X \%
Warning*

When a .pse file created with SECard V2.x is loaded and saved in SECard V3.x with a
password, it will not be possible to load it again in SECard V2.x.
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l. 6 - Starting SECard software

At first use, the software opens a window to enter the serial number of 32 characters located at the back

oftheencoder, Af t er recording the numberthisréeqhest. sof t war e doesni
& SECard v3.2.1.253 &J

Welcome

For a better user experience, please
connect your encoder and enter the 1D
number on the back.

N° ID SECard:
(32 digtts)

It is possible to install the software on an unlimited number of workstations, but it is only possible to use
it with the dedicated encoder (corresponding to the serial number). This nhumber allows SECard to
authenticate with the encoder provided in the kit. If you want to order an additional encoder contact the
sales department.

o ‘

p G J]‘ [ |

»
- Z
The software tool to keep control of your security

@® User Password

O E—

© Administrator

When starting the software, a window appears to enter the login information or to load a specific
configuration file.

There are three Access level, managing different permissions within the software. These passwords are
saved in the configuration file.

Access level | Default password Associated rights
Administrator STidA Software configuration and use without restriction
Power User STidP Configurable by the Administrator
User STidU Create user cards

Note: if the following window appears and the password required is not known, press cancel and then
use the fiLoaddo button to | oanrktallatiorodirdctery. f i |l e. The def aul

Load Protected SEttings file (=]

*...\es=ai0312.pse” is protected.
Enter your password
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. 7 - Overview

@} SECard - The software tool to keep control of your security - Administrator = X
e

SECARDTS

The software tool to keep control of your security User manual

>

SECard Reader User card Tools
settings configuration management

Manage security settings Create Create Access directly
your own configuration your user cards to different RFID functions

x The software is divided into four distinct parts:

Tools

x On the Home page you have the choice of language and the link for user manual.
User manual is available anytime with the F1 key.

x  The encryption/signature user keys can be filled:

- with a random value by a right click into the field and by choosing fFill with random valueoor
by pressing on the keys CTRL+R. The random values have cryptographic level and are
generated by ISAAC generator.

- with FF by pressing on the keys CTRL+F or with right click.

- with 00 by pressing on the keys CTRL+O or with right click.

x Itis possible to Copy / Paste:

- by aright click into the field and by choosing ACopy / Pastea
- by pressing on the keys CTRL+C / CTRL+V.
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A

. SECard Settings

II.1-Encoder

SECard settings

Communication between SECard and the encoder

SECard ldentification number
Enter the SECard identification
Value l"“""“"""““““““““““““ number that can be found on the
back of the encoder

8 Serial communication settings
a ) . STid Secure Common Protocol
User rights SE IS Baudrate STy 0TREE security level defines the
e COM ? 38400 - Apply communication security between the
encoder and SECard
SSCP communication keys
[]Signature R037754B7547481094BE
To change the communication keys you
= [J1Encryption ET4R540FA0TCADEIB4E42112EDFTADEE must be first authenticated with the
[ I encoder by a successful connection
Reader 4) Change Keys []Change SECard keys only
configuration
@ - Encoder authorized communication modes Blue Mobile ID encoding
Reader ) ] [JRequire smartphone unlocking for configuration encoding
Create configuration LRES W W=rznes [JRequire smartphone unlocking for Virtual Card encoding

user cards

= [
9. Apply Apply

Create
user cards

.}(‘ I‘ ‘I Connect

Tools

SECard Identification number
Register the new encoder or check value.

Serial communication settings
Set the communication between encoder and SECard.

x The default baudrate of the encoder is 38400 bauds.
Caution, this baudrate must be exactly the same as that defined in the software.

To change the serial communication speed, it is possible to change the value of baudrate. To do this,
ensure that communication encoder / SECard is correct, select a baudrate from the drop down "Baud
rateo (115200 baud is the mppydbmum baudrate) and cl

Note:
*1I'f you dondét know the correct readanihis possible toffinoitbyp or t

clicking on the button @,
It is necessary to install the USB driver, and it is necessary to connect the reader.

* By pressing the left CTRL key and by using the 2) button SECard will search for a connected reader
on all serial com. ports and all speed rates. It can take some time.
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User rights

Files

E h

Reader
configuration

=

Create
user cards

pad

Tools

V7.2.1- Part 1- Pagel5on 263
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x  The communication between SECard software and encoder is done by serial link or USB, it is based on
the communication protocol SSCP (STid Secure Common Protocol).
Encoders integrate public signature algorithms (HMAC-SHA1) and encryption (AES), which can be used

to secure data in serial communication between the encoder and SECard.

Communication can be done in four different ways:

VvV Plain : Plain communication encoder / SECard

VvV  Sign : Signed communication encoder / SECard

VvV Encipher : Enciphered communication encoder / SECard

V  Sign and Encipher Signed and Enciphered communication encoder / SECard
Note:

Communication encoder / SECard is more secured when it is used signed and enciphered (Security
mode to fSign and Encipherd.)Plain communication (Security Mode to "Plain") is not secured.

SSCP communication keys

When the communication is Signed and / or Enciphered, the software SECard and encoder use the user
default keys:

A087754B7547481094BE
E74A540FA07C4DB1B46421126DF7AD36

Signature key
Enciphermenkey.

To change the value of these keys, simply check the box "Signature and / or Encipherment" and write the
value. Thenclick-on t he button AChange keyso.

Note:

V  The button A allows you to restore default value.
VvV  Software and encoder key must be the same so that the two parts can communicate.
V If the box "Change SECard key only" is checked, only the keys of the software will be changed.

'S b
Information l&]

'] Key(s) changed
%" but not reader's ones
You MUST authenticate with reader

VvV When changing user keys and software encoder, a window will appear requesting authentication.

' -
Information Iﬁ

.:'/ .\'] Key(s) changed
TR You MUST authenticate with reader

Warning
It is important to know the current user keys.
If lost, it would not be possible to communicate securely with the reader.

Only "Plain" mode would remain usable if it is still authorized.

www.stid-security.com
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Encoder authorized communication modes

Authorized / unauthorized communication mode between encoder and SECard.

To authorize a mode, simply click on the button "Set Modes" while checking desired modes. Those that are
not checked will be unauthorized.

In order to authorize them again, simply restart the command in the right mode of communication while
taking care to validate the desired mode.

2
8 .
User rights Wal’nlng

; If the plain mode is unauthorized and the user keys are lost, it will not be possible to
communicate with the encoder.

Files

[ h

Reader
configuration

It will be necessary to return the equipment for a factory reset.

Blue Mobile ID encoding
=
Create Configure the Bluetooth® encoder (ARCS-W35-G-BT1-5AA) to authorize or not the encoding of

user cards smartphone in standby.

% x Require smartphone unlocking for configuration encoding

) If checked, requires that the phone is unlocked to encode configuration.
Tools

x Require Smartphone unlocking for Virtual Card encoding
If checked, requires that the phone is unlocked to encode virtual card.

(.
Confirm your selection by clicking on this button:

Informations P

| EBlue Mobile ID encading cenfigured

Connect

When powered on the encoder will light the white Led and emit a beep.

To verify the communication parameters with the encoder,u s e t he b ut tlothe com@unicatiac t O

configuration is ok, the encoder will respond with light and sound signals and an acknowledgment window
will appear.

Informations =

\"| Reader is authenticated
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lI. 2 - User rights

@) SECard - The software tool to keep control of your security - Administrator = X

SECard settings

Power User Security Roles / Card counters

A - Power User Rights - .| - Configuration card counters -
Settings
Encoder [[JLoad/Save configuration files |
[ ] Number of SCB created l:l @
d [JReset configuration card counters
Encoder
[[]Create/Read SKB Number of SKB created l:l @
User rights []Create/Read SCB
[[]Create/Read User cards
! Fil
Files iles [[JManage Reader keys - Keys display option
~ @ [[JManage RFID keys
I | N [JUse Tools . - [JHide key values
Reader l | |
configuration Reader
configuration
=
- = 2 Logonas v
Create Create
user cards user cards
X y
* *
Tools Tooks

Power User Rights

"Power User" mode is the transition between "Administrator" and "User" modes.
The administrator allocates the rights to the power user.

Configuration card counters

Counters display the number of SCB configuration card programmed and the number of SKB card
programmed.

These values can be reset through the reset button only by Administrator or Power User if authorized.
Note: these values are saved into the .pse file.

Keys display option

It is possible to hide the values of the keys in their fields.

It can be activated by Administrator and remains activated when logged as Power User or User.
Log on as:

Change the access level.
It is necessary to know the password of the selected level.
Authorized changes:

- Administrator to Power User and to User.

- Power User to User and to Administrator.
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SECard settings
Configuration files

- PSE configuration file

Settings
Current configuration file:
ﬂ 2 @ Load pse file
D C:\Users\c.pialoux\AppData\Roaming\STid\SECard L

'I v3.4.0.267\secard.pse Automatically restarts SECard
Encoder >

{_‘\& - Define passwords for SECard login
2 ) | oo scosss ot

User rights 0 protect the access to the
- ﬁ SEHIEE R ‘ I g software and your .PSE file, we
User rights = recommend to create strong
Power User password l | &ﬂ passwords including a minimum of
8 characters, mix of capital and
" <> small letters, at least a digit and a
o Administrator password l I T special character.
Files
[[] Show passwords
T @ v <>
- - - Password for PSE file protection (optional) ’ I 577
I | N
Reader l |
configuration Reader \
configuration Save as...
)
= =
Create LR ~When loading configuration file use SCB version defined by
user cards user cards
.‘ A, (O Configuration file (® SCB wizard
v  J

Tools

When loading configuration file use SCB version defined by

SCB version is contained in the configuration .pse file.
It is possible to:

x Keep the version of SCB by checking Configuration file.
SECard automatically retrieves the firmware version in the .pse file that was loaded and selected
compatible SECard version.
x Choose the SCB version compatible with reader firmware.
This choice will be made in the SCB Wizard.
PSE configuration file

Passwords for SECard login are contained in the configuration file.
This page allows you to save the configuration file containing all the current configuration settings (keys,
formats, reader...). You can select a location and password to protect the file.

When loading a configuration file (.pse), SECard automatically restarts.

Refer to T16 - Recommendation to save the configuration files PSE.
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/ﬁ\ Save asée

1 Passwords for SECard login

Define passwords for SECard login

Settings

User password =ee

%
@ Fower User password eee

Encoder

2 & @

o Administrator password ewes
“a

User rights

Random Password Generator Generates Logins:

Files
Password generator (5]
& 2]
EI Length [v|Uppercase [A..Z]
Reader 12 % [v| Lowercase [a..z]
configuration .
[v] Digit [0..9]
@ [] Special <= &"(-...
Create
user cards -
X ' NeJepmoFpDno i
A‘ - ——— 4@ |
(e ] [ox |

These passwords are needed to open SECard with the corresponding configuration.

ScCARD

The software tool to keep control of your security

@® User Password

© Administrator

T  Password for PSE file protection (optional)

This password is used to protect .pse file. It is optional.

Note: when a .pse protected file is loaded, the window below appears:
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()

Load Protected SEttings file (=]
.. \essai27 11 pse” is protected,
Enter your passward
Settings
N | ok || cancel
<]
Encoder
@) 1 When you cl i ck window aSks to ee-ertey theacurrent Administrator SECard login
—a password.
User rights
Re-enter your current 3ECard login password @
e Enter your password
[ K. ] [ Cancel
Reader
configuration
=
P Note: with pse default file, enter STidA.
user cards
.:/;, Note: a Power User with fLoad/Save configuration filesorights cannot change the Login
) J Password.

Tools

A second window will open allowing you to select the file save location:

* & Save Protected SEttings as..

. » Libraries » Documents » PSE Settings Search PSE Settings

File name: ExamplePSE file

Save as type: | Proctected SEttings file (*.pse)

¥ Browse Folders

Once name and location entered, click Save.

i @ : To load a configuration file (.pse) into SECard without closed the software.
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User rights

ileg

Credit

[1 \

Reader
configuration

=
Create
user cards

pad

Tools
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Il. 4 - Credits

@) SECard - The software tool to keep control of your security - Administrator = X

SECard settings

Credit balance

Encoder credits management Refresh (¥

m Credit req <

Settings Credit loading
| o o
N | You can send directly your credit request by email. To load the credits into your encoder, you can simply
‘ You can also generate a text file and send it to your paste the license code into the field below, or load
d supplier with your purchase order. the _txt file you have received.
Encoder
. Copy / Paste licence code
O Credits :j
- &)
(*] 56 O 500 O
User rights
100 @ 1000 O
200 O Other amount O 100 = @ Load credits
FES

Credit information:
1 STid Mobile ID+ upgrade = 1 credit

S Z :
1virtual access card = 5 credits ~Delete your virtual access card to recover the related credits

Reader '4 Email request Generate text file myConfigName "3‘0'3000'3“3'300000‘3'00'3'3‘3'00'3'3’0'3'3000'3'3‘ £§'
configuration
Q Important: You can only do a single credit L N\|‘ @ Delete VVCard
request at a time. Any other credit request
Create will overwrite the previous one if the license
user cards code has not been used.

A,
*

Tools

To encode virtual user cards in the phone, you have to buy credits that will be loaded into the encoder.
Credits
Links to download the application for your mobile device:

=1aND01D

’ .
C IOS

\ Lmoﬂlt play

STidMobile ID®can store 3 types of cards

STid Mobile iD

D:#42BF3478

Card name

Configuration name
Site code 1234

iD:#42BF3478 =
ﬁ D:#1231458963

®))

CSN STid Mobile ID® free

Virtual access card Secure+

> Unique ID provided with the » Unique D provided with the > Private ID
application installation application installation » Fully configurable security parameters
2 Modes allowed: Modes allowed: Modes allowed:
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Credit Request

This part of the software lets you make a credit request to your supplier.
Two methods are proposed:

T AEmMai l r e gstatos Ha®an internet doreection and an e-mail messaging software
available.

T AGener at eredueskfite that cah lkke®ent by e-mail or any other mean.

Email Request

Email request
(3

Select the credit required and click on

A window will open with your e-mail messaging software:

.
. ¥ |5 Sans titre - Message (Texte brut) t | SR X
Message Insertion Options Format du texte Révision (=] e
. R = @, ggﬂ a_‘}“‘] @ ) ? ,:EIJ ¥ Assurer un suivi =
B — =l ¥ Importance haute
Coller G I § | \ === = i= Carnet  Veérifier Joindre Joindre un Signature | Attribuer une Zoom
- - d'adresses les noms | un fichier élément - - stratégie~ & Importance faible
Presse-papiers Fl Texte simple Noms Inclure Indicateurs | Zoom
R'Eader Impossible de récupérer les Infos-courrier.
configuration De ~ | support@stid.com
— =
‘\ Envoyer Ao ‘ |
- ce. | |
Cooe
Objet: ‘ |
Create Attaché : | CreditRequest20161025 171582FF.bxt (6 Ko] |
user cards =
iz}
-
Y Requestld:20161025_171582FF
‘ Number of requested credits:50
Tools Thank you to considering the following Virtual Card request credit.
Note:
- Send this email to your supplier with your purchase order.The provided code in attachment is essential to generate requested credit license codes.
- To allow the connection between your supplier order and your credit request, we suggest:
-- To put your order number on this generated email
-- And/or put the RequestID on your purchase order
-- Indicate the recipient email/fax/address (for the license code that will be generated)
Requestld : 20161025_171582FF
Nombre de crédits demandés : 50 A
Nous vous remercions de prendre en compte la demande de crédit Virtual Card ci-jointe.
Recommandations :
- Envoyez ce mail & votre fournisseur en complément de votre commande d'achat. Le code fourni dans |a pigce jointe est indispensable pour générer les codes de
licences des crédits demandés.
- Pour permettre le rapprochement entre votre commande au fournisseur et votre demande de crédit, nous suggérons de :
-- Rappelez le numéro de votre commande en personnalisant I'Email généré
-- Et/ou Intégrer le numéro RequestlD dans votre bon de commande
- Indiquez également un email/fax/adresse du destinataire des codes de licences qui seront générés
-
[] il »

Follow the instructions in the e-mail.

Warning: you can only make a single credit request at a time. Any other credit request will replace the
previous if the license code generated by the first request has not been used.
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Generate text file

Generate text file

Select the credit required and click on

A window will open allowing you to select the location where to save the file:

r 3
&), Save credit request code S

@u-v‘- Bureau | [ %2 | [ Rechercher dans - Burca

Nom du fichier: CreditRequest20161025_17244CB1.tet -

Type: | v

User rights

L
~ Parcourir les dossiers Enregistrer ] [ Annuler
5

Send an email to your supplier with your purchase order and attach the document. The code provided in
the attachment is essential to generate the credit license codes.

Credit To allow the connection between your supplier order and your credit request, we suggest:
- To put your order number in your email

i
E] - And/or put the RequestID on your purchase order

Reader
configuration - Indicate the recipient email/fax/address (for the licence code that will be generated)

—_ Credits Load

Create
user cards 1- Connect the encoder that generated the request.

QA 2- Enter the license code provided.
A

Load credits

Tools 3- Click on ‘

Credit balance

To check the credit balance available in the encoder, connect the Bluetooth® encoder and click on
Check.
The credit balance is displayed as follows:

SECard settings Credit balance

Encoder credits management (&)

If the encoder connected is not a Bluetooth® model and you try to generate a Request Credit the
following error appear:

\'] Bad command code

o
‘
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Delete your virtual access card to recover the related credits

In Administrator profile:

myCanigName 00000000000000000000000000000000

Enter the configuration name and the write key used to create the virtual card and click Delete VCard.
Credits are automatically reloaded into the encoder.

User rights

Load the current configuration settings into the field.

In Power User and User:
| t 6 spossiblé ty delete the VCard corresponding to the current settings.

Credit
M

[ il

Reader
configuration

=

Create
user cards

pad

Tools
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lll.  Reader Configurationi SCB / OCB

#} SECard - The software tool to keep control of your security - Administrator

Reader configuration
Create your own reader configuration

Reader

Start my reader configuration
configuration ith:

vith:

Com)
Reader i
configuration

Current configurations:

SCB [ OCB ;
No valid Reader configuration available @\ ez . B Save
=Y No valid MIFARE Classic or Plus Level 1 configuration available configuration
| I No valid MIFARE Plus Level 3 configuration available
No valid MIFARE DESFire EV1 configuration available
SKB Mo valid MIFARE Ultra Light C configuration available
- No valid CP53 configuration available g Print ﬁ Delete
No valid 125kHz/3.26MHz configuration available content
@Q No valid NFC_HCE configuration available
= No valid Blue Mobile 1D configuration available
No valid Matrix code configuration available
BCC
Q-I Load configuration with cable
)
sSSP u
= 0
i Read Card /
Create Current operation: MNone ET Virtual Card
user cards
Status:
!‘ Place your SCB, OCB or your smartphone with STid | I LY (i;ler‘f.al}:|%i$;
“ Settings App open, on the encoder and press Create button \ J
Tools

Open the configuration wizard for
readers

Start my reader configuration
h:

Architect®, Architect® One, Architect® Blue,

Compatible w

Print the configuration list displayed.

Save in .rtf file the configuration list
displayed.

i3

Clear the configuration list displayed.

Display details information of current

o=

configuration.

fa)

Load the configuration to the reader by
serial link.

L

Read Card /
Virtual Card

Read a SCB configuration card. Use
SCB Company Key defined in the
configuration wizard.

ns

Create Card /
Virtual Card

Create a SCB configuration card or
virtual SCB with parameters defined in
the configuration wizard.
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/ﬁ\ This version of SECard allows you to create the configuration for WAL range, Architect® range (ARC, ARC
One, ARCS and ARCS Blue) and OEM module MS2, MS2S.

Home
G‘ﬂ SCB wizard
Settings Configuration wizard
r{ \] For models:
Architect®, Architect® One, Architect® Blue, WAL, MS2 and
_ ’E MS2S Blue
configation Select your SCB type: Full settings w
- ”~
Reader configuration | Secure reader (SCB) v| 1:? Settings . Keys T
MIFARE DESFire @ mManualmode ~| {¥ Seftings ?  Keys (g O
MIFARE Plus SL3 § Manualmode | {F Seftings % Keys (O
MIFARE Classic/SL1 | & Manualmode ~| 1% Seftings ?  Keys 0
MIFARE UltraLight/C x:j,? Settings . Keys f (0]
Blue/NFC Mobile 1D ::? Settings b Keys
125 kHz t§ Settings
Matrix code / QR code 1:? Settings
NFC-HCE 1§ Settings A Keys (g O
L
Ef Close

When the configurations settings are validated, the button turn on fiLo T .

These buttons are useful to enable or disable configurations.
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Load configuration with cable @
From v3.1.0 version, the SCB configuration can be load into the reader via serial link.
When all the settings are filled in the SCB configuration wizard:

1- I n ASeri al communication settingso select the por

2- Connect the reader ARC-R3x to configure via converter cable to the PC.

Reader
configuration 3- CIl i c Koad aonfiguration with cabledwhile the LED blinks orange for serial readers or at any time

for TTL readers
Creating physicals SCB cards
Refer to T15 ¢ Recommendatiogfor the Configuration Cards management

From version V3.5.x of SECard, SCB configuration card must be created with the types of cards below:

Chip to be used
MIFARE® DESFire® EV2 not locked 4ko
MIFARE® DESFire® EV1/ EV2 not locked 8ko
ltds possible to reuse an SCB card when we know his n

Warning

Create Changing a reader reference is not possible through a SCB card.
user cards

Example: ARC-R31-E-103-xx reader cannot be configured as an ARC-R31-E-PH5-xx reader.

It is necessary to return the product at the factory to change a reference.

Creating virtual SCB card (only for Bluetooth® reader and STid Mobile ID® app)

From the V3.0.x SECard version, the configuration cards can be loaded into a smartphone. STid Settings
application is required.
A smartphone can contain multiple virtual configuration cards.

Conf neme
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[ll. 1 - SCB Wizard: Reader configuration settings

Select your SCB type : ‘Ful.l. settings v'

Reader settings only
Chips settings only

SCB level

LG ITEGL L Choose the settings, to be encoded in the SCB:
x Full settings: reader and chip settings will be encoded in SCB card.

x Reader settings only: only the reader settings and reader keys will be encoded (not available for
reader Bluetooth® configuration).

x Chips settings only: only the chip settings and c
configured via the UHF or via another SCB card.

Reader configuration: In the list select Secure reader SCB

= Secure reader SCB d

Secure reader SCB |

OSDP reader OCB

Create

user cards

> Y
/{‘ Readeasrt fi i: ihe eeader configuration is done in eight steps. To move from one stage to another, you

Tools must click on ANexto.

Configuration wizard / Choose SECard version
to use

Click here

Reader reference selection

Click here

Reader communication protocol

Reader physical protections

Click here

LED and Buzzer

Click here

Keypad, biometric and ARC new options

Click here

Touchscreen options

Click here

DDDB 9 Blue/NFC Mobile ID options

Click here

DDDE Matrix code options
Click here
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Y Yl SCB - Step 1

SCB wizard

Configuration wizard

Create your SCB reader configuration card

Wizard configuration steps:

Reader - Reader selection_ _
configuration - Reader communication protocol
- Reader physical protections
- LED and Buzzer
- Keypad, biometrics and ARC new options
- Touchscreen options
- Bluetooth® / NFC options

The functions available with the configuration card (SCB) depend
on the generation of the reader's firmware.

You must choose the SECard version corresponding to your
reader generation.

i Click to view firmware compatibilities array

Choose SECard version to use

SECard v3.5.x - SCB vi15 ~

i Click to view compatibilities ARC/ARCS, ARC1/ARC1S, WAL2 and MS2/MS25

The available functionalities and the compatibility of SCB depend on reader firmware generation.

To provide compatibility between SECard and firmware versions, SECard proposes the choice about SECard
version to use if the option is validatedi n @ Filll 3= Eiles. c f

ARC1/ARC1S Blue and MS2/M528 Blue module are configured as an ARC/ARCS Blue reader SECard
exceptin these three cases: o7
- Ifthe Pulse mode is selected, the ARC1/ARC 13" LEDs will be fixed on the selected color, @ VZ2.0x v2.1.x v2.2x v3.0x wv3.lx v3.2x v3.3x v34x v3iSsx
- Ifthe ECO mode is selected, only the Scan time will be impacted (no impact on the LEDs g
brightness), £ 201 X
- I Biometric, Keypad andior Touch Screen options are activated, they will not be taken into = 0203 Xt x
account 5

= 04 xt x X
Zgg;\ﬁq{tﬁ Ph1, only secure MIFARE Classic seftings and all other UID chips are taken into % 705-06 Xt X X x
Available ARC1S Blue and M323 Blue identification modes: Card, Tap Tap, Remote and Hands % a7 x* x? x* x* b4
free mode.
Available ARCS Blue identification modes: Card, Slide, Tap Tap, Remote and Hands free mode Z0809-10 ko oxroxox X

Z711-13 xt x* x* x* x* xt X

WAL readeris configured as an ARC reader except in these following cases:
-ifthe Pulse mode is selected, the WAL's LEDs will be fixed on the selected color, Z14-15 Xt x X x* x Xt x* X
L:E;I;?niggmode is selected, only the Scan time will be impacted (no impact on the LEDs +=716 Xt ¥ Xt Xt ¥ Xt Xt Xt X
- if Biometric, Keypad and/or Touch Screen options are activated, they will not be taken into ¥ Fully compatible
account, x* Limited functionnalities for backward compatibilicy
- if Bluetooth® features are activated, they will not be taken into account,
- ifthe Rainbow mode is selected, the WAL's LEDs will be fixed on the blue color.

To determine the version of firmware, refer to paragraph.T2.1 - Powering up
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SCB - Step 2

configuration

SCB wizard

Reader reference selection

Choose reader type to configure

Private ID andfor UID (PH5/PH1/BT1 readers only)

TTL Wiegand or Clock&Data (R31) @® Wiegand Encrypted (S31) O
Serial RS232 (R32) O USB (R35) O RS485(R33) O
Serial encryption RS232 (532) O USB (535) O RS485(533) O
Serial with decoder RS5485 / Wiegand or Clock&Data (R33+INTR33E) O
Easy Secure RS485 / RS485 (S33+INT-E TAATAB) O
Serial with decoder RS485 / Wiegand or Clock&Data (R33+INTR33F) Select TTL R31
Easy Remote RS485 / Wiegand Encrypted (R33+INT333F) Select TTL 531

UID (103 readers only)
TTL Wiegand or Clock&Data (R31/103) O

Features activation

6 e
0O 2.
Blue/NFC
Mobile ID

CIBiometric ~ [1Prox 125kHz  []Matrx code/

[] Keypad O Touchscreen [ QR code

X

This step allows you:

To choose the type of reader to configure.

To activate keypad configuration.

To activate touchscreen configuration.

To activate Blue/NFC Mobile ID configuration.

To activate the biometric configuration.
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x To select 125 kHz module (SE8 or SE8M) and activate configuration.

74 Proximity 125 kHz module selection

SE8

m @

Module compatible with EM
Microelectronic® (any format)
and HID Proximity® (Wiegand 28, 34, 35
and 37-bitz formats).
The 125 kHz Prox data format sent to the
system is similar to the 13.56 MHz format.

Select from the two 125 kHz Prox Architect® modules to
manage your technological migrations

SESM

AWID /ioProx NDALA

Multi-technelogy module compatible with
EM Microelectronic®, HID Proximity&,
AWIDE, Indala® and ioProxE.

The current model appears on the screen

G W 0
(v Validate
=Y . %
- é} -'»-"ﬁ

Prox 125 kHz Prox 125 kHz

The SE8M module is only available for TTL R31/S31 and R31/103 readers in Wiegand output

protocol (Wiegand 26 bits-3i default).

This choice impacts on 125kHz settings.

x To activate Matrix configuration.
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/ﬁ\ SCB - Step 3

This window appears when the reader type selected at step 2 is R31/103:

Reader communication protocol

Protocol type and parameters

Private ID security Protocol options

Data authenticated encryption i :
Data size 5 = byte(s) MSB First

Protocol ID [ Forced site code on UID
Select the protocol of your choice 2 bytes AB
- Wi id 26 bits - 3 ~
configuration egand <0 bils - = ]
15014443-3B PUPI / iClass
Bit 1 »  Even parity from bit 2 to bit 13 Enable
Bit 2...bit 25 » Data (24 bits)
Bit 26 »  Odd parity from bit 14 to bit 25

Card ID range filter (LSB)

uiD/D
range [00000000 | to [oo00nooo

Technologies authorized

[JMIFARE Classic or Plus Level 1
[JMIFARE Plus Level 3 |

[] MIFARE DESFire EV1
] MIFARE UltraLight C Protocol ID
[ 125 kHz/3.25 MHz 125 kHz Mutti SESM
NFC-HCE Select the protocal of your choice
JcPs3 - - -
Blue Mobile Id Wlegand =f brts _ 3'
[ Matrix code Wiegand 26 bits - 3i

Clock&Data 32 bits - ISO 2H

Clock&Data 32 bits Crosspoint - ISO 25
! Wiegand 36 bits (32+4 LRC) - 3Ca
Wiegand 44 bits (40+4 LRC) - 3Cb

This window appears when the reader type selected at step 2 is mg:gg 32 bits - 2a
TTL output: Wiegand 64 bits - 3T

SCB wizard Clock&Data custom size

Wiegand with LRC custom size
Wiegand custom size
Wiegand 34 bits - 3Eb
Wiegand 35 bits - 3W

Reader communicaticn protocol

Protocol type and parameters

Private ID security Protocol options Wiegand 37 bits - 3V
[ Data authenticated encryption i PAC Default - 5Pa
Data size 3 < byte(s) PACE4 - 5Pb
Protocal ID [J Forced site code on UID
Select the protocol of your choice 2 bytes AD
Wiegand 26 bits - 3i ~
1S014443-3B PUPI / iClass
Bit 1 »  Even parity fram bit 2 ta bit 13 Enable MSB First
Bit 2...bit 25 » Data (24 bits)
Bit 26 »  Odd parity from bit 14 to bit 25

Card ID range filter (LSB)

uiD/no
range  |00000000 | to [o0oo0000

Coac ] e

Protocol
It contains the different TTLcommunication protocols supported by the reader.

For more information about the protocols refer to T4 - About TTL communication protocols.

Note: When encoding, the ID format is formed according to the format of the current protocol (example:
Decimal 13 characters for the protocol 2B - 10 hexadecimal characters for 3CB protocol).
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/ﬁ\ Protocol options
x fADat a adugtesize for custom protocol.

Q’_ﬂ Maximum size in Wiegand: 48 bytes
Maximum size in Data/Clock: 10 bytes
Settings
x AForceddei beae foté dsiie code whatever the communication protocol.
The value of the code will be transmitted most significant on one or two bytes.

UID can be truncated according to the protocol used.
This option is only available in UID mode (not available on Wiegand 64 bits - 3T Protocol).

configuration

ISO 14443-3B PUPI/iCL ASSE*

It is possible to manage differently the PUPI 1SO14443-3B and the ISO 14443-2B by calculating an
authentication code using a cryptographic hash function (SHA1) and a secret key. Other norms (1SO14443-
A) and frequencies (125 kHz & 3.25 MHz) are not concerned by this option.

If the protocol size is less than 20 bytes, the 20 bytes obtained signature will be LSB truncated.
If the protocol size is more than 20 bytes, a zero padding will be made.

*Our readers only read the Ul D/ Chip Serial Number . They do
protections.

Card ID range filter (LSB)

It is possible to return an UID / ID only if it is within a specified 4 bytes bounded range.

If the size of the UID / ID is more than 4 bytes, the range will be made on the 4 bytes LSB (taking into
account the MSB First option first). The limits are included, lower limit OUID / ID Qupper limit.

If the UID / ID is in the range, the reader will return the code for the current protocol and perform an action
card LED + Buzzer (SCB). Otherwise, the reader light up (not configurable and not disabled) red LED +
Buzzer for 400ms.

The UID / ID is compared to the hexadecimal value after taking into account the MSB First parameter and
before entry into protocol shape.

For example, for a protocol 2S, the code to compare will be the code on 4 bytes before coding to 2S
format.

Technologies authorized

When the selected reader type isflJ | D ¢ you cardselect the type of chip technologies that can be read
by the reader.

Private ID security

Private ID can be encrypted AND signed before being written in the card.

The reader will decrypt and authenticate the private ID before sending it on its output media.

Only an ID correctly decrypted and authenticated will produce an output data, otherwise the reader will
remain mute.

The Authenticated Encryption uses the MtE mode (Maced then Encrypt).

Note: The size of private identifier is limited to 12 bytes.
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/ﬁ\ This window appears when the reader type selected at step 2 is serial output:

SCB wizard

Reader communication protocol

Protocol type and parameters

Private ID security Protocol options

[ Data authenticated encryption
P Data size byte(s)

Serial communication parameters
[JForced site code on UID

Baudrate R5485 Address
= AB
9600 - . E 2 bytes

configuration

1S014443-3B PUPI / iClass

Bidirecti I mod
[ Bidirectionnal mode [ Enable [ MSB First

Security mode Plain Card ID range filter (LSB)
uUiD/ID
range noooooos | to [aooooooo
Data format
O Hexadecimal @® Decimal
CRILF OLRC
k1 ASCIH [ISTH+ETX

Mo leading zeros

Serial communication protocol

It contains the different serial communication parameters.

For more information about the protocol, refer to T5 - Serial communication protocol.

Protocole Options
x A Dat a aljustteedsize for custom protocol.

Maximum size in Hexadecimal: 48 bytes
Maximum size in decimal: 10 bytes

Note:

It is possible to increase the size of the field beyond the maximum size for this, hold the button CTRL and
click in the "Data Size", and then the value appears underlined. This manipulation does not work for
encoding but only for reading an identifier. Only available on series readers.

V7.2.1- Part 1- Page34 on 263 www.stid-security.com



L2STid

Electronic Identification

/ﬁ\ SCB - Step 4

SCB wizard

Reader physical protections

Switch and life signal options

Reader protection options

[ Save user keys in non volatile memary
configuration [ Erase keys on tamper switch activation

On tamper activation keeps LED red as default
Tamper switch signal

Tamper switch ID

Common frame for Tamper and Life signal

ac 1C

Life signal Accelerometer sensitivity
@ Disabled v Normal
(O Generic

O Reader specific

Reader protection option

x Save user keys in non-volatile memory: enables the keys to be saved, in encrypted form, in EEPROM
non- volatile memory, in case of power failure.

x Erase keys on tamper switch activation: enables all the reader keys to be erased, if the status or
accelerometer is changed.

x On tamper activation keeps red as default: requires activation of tearing.
If the status of accelerometer is changed, LED is on the red indicating that the keys have been erased.

x  Tamper switch signal: enables the tamper switch signal to be activated. Refer to T11 - Tamper switch.
x  Tamper switch ID: enables the tamper switch ID to be activated. Refer to T12 - Tamper switch ID.

x Common frame for Tamper switch and Life signal: allows you to enable sending in a frame of a tamper
signal and life, available only for R31, S31 and R33+INTR33E readers. Refer to T13 - Mutual Life /
Tamper switch Signal.

Note: There is no tearing management on USB readers.

Life signal
Enable / disable the life signal and choose the type of signal "Generic" or "specific". Refer to T10 - Life
signal function.

Accelerometer sensitivity
The ARC reader range includes an accelerometer to detect the reader tearing.
Depending on the support / installation location of the reader, it may be necessary to adjust the sensitivity
of the sensor so that only an effective tear is detected.
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Y Yl SCB - Step 5

SCB wizard

LED and Buzzer DDB _'

Options and parameters

LED default state Card detection action
configuration Mode Color Blink times Color
Oor
O Fixed
O Blinking LED duration
® Pulse *100ms

O Rainbow — -

Buzzer duration

Blink duration FPulse speed [ Close relay
x100ms
%100ms
- 4 = 1 sl s
4 = | Medium

[ Light at Bluetooth® connection

External control LED color
’, Buzzer sound level ¥ Loud
LED1 LED2 LED1+LEDZ

input color input color input color Enable external LED/Buzzer control

Direct buzzer

LED default state

Define the default LED state (color and blink mode).
Availables modes for ARC readers:

OFF

Fixed

Classic blinking

Pulse

Rainbow

X X X X X

Availables modes for WAL readers:
x  Fixed
x  Classic blinking

The image on the right allows you to view the selected effect: blinking and color.
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Card detection action

x  Define the LED and buzzer state (color and blink) when a card is detected.
This information is independent of the acceptance of the identifier.

x  Light at Bluetooth® connection
Flash LED when smartphone start connection on the reader. The color can be selected by clicking
on the right square.
This action, independent of the detection of the virtual badge, informs the user that the

Reader communication between the smartphone and the reader is in progress.

configuration
x  Close relay:

On ARC/ARCS close the relay during time selected if the card has been well read (UID or

SCB [ OCB PrivatelD). If this function is enabled, the relay is no longer used for tamper or ring functionalities.

%‘
|| Note: Blinks times or LED duration defines, f or t he ARC Screen, the displae
SKB badge detectiondo state.

r—‘%

Bcc Buzzer sound level

| | Define the sound level for the buzzer only available for ARCS, ARC1 and ARCI1S.
sSsCP

@ External control LED color

. Define the color of LED1 input, LED2 input and both LED if they are controlled simultaneously.
user cards To modify and select a color, click on the symbol ARC or color buttons, the following window opens:

A
“ SECard - Color selection @

Tools

SECard color selection

B B Il orr

QOFFO0

To select a predefined color, click on one of the colored squares color.

For ARC readers only, it is possible to choose a different color. Move the cursor to the desired color, the
value displayed corresponds to the RGB hexadecimal code of the selected color. It is possible to copy the
value by double clicking.

Enable external LED / Buzzer control

Control LED and buzzer externally. The polling period is adjustable in increments of 100ms.
Only available for serial readers (R/S-32 and R/S-33) in bidirectional mode.

Direct buzzer

Activate the buzzer as soon as a card is detected without waiting for an external command.
Only available for serial readers (R/S-32 and R/S-33) in bidirectional mode.
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Y Yl SCB - Step 6

SCB wizard

Keypad, biometric and ARC new options DDB—

Biometric reader settings
configuration [ Secure biometric data storage in the reader
Security level Number of fingers Threshold Fake finger detection
to enroll
Disableg .
Number of fingers
to check
1 - Minutiae capture 0 Duress biometric
ad consolidation authentication
Keypad options ARC options
Mode On key pressed
@ Card OR Key [ Buzzer 0 Eco mode (Low Power) o
O Card AND Key [ Flicker
[ Subdued LED @
Key transmission Display
4 bits framed ® Keypad
4 bits . m Disable UHF
_ O Default image configuration
8 bits
X Keys framed [J Scramble Pad R
[ Backligh Hithute @
t
Number of keys 4 = acklg

Reader biometric settings
x  Security level: represents the reliability rate between the encoded and read fingerprints.
U Security level = 1: low false finger security level (Morpho Sagem recommendation).
U Security level = 2: medium false finger security level.

U  Security level = 3: high false finger security level.

x  Threshold: represents the quality level of the fingerprints to encode in the chip (0 up to 10).
Lower threshold = less false rejection. Morpho Sagem recommendation: 5.

x Number of fingers to enroll: represents the number of fingerprints to encode.
x Number of fingers to check: represents the number of finger to check.

x Minutiae capture consolidation: allows to capture the same finger three times. The biometric sensor will
choose the best one during the encoding.
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x Duress biometric authentication: The UID or private ID returned by the reader will be modified to
include the finger number with which the user authenticated.
This feature takes precedence over the site code if used.

Example: ID 0x1122334455 / 73 588 229 205 (decimal)

Detection of finger number 2: ID sent by the reader is 0x0222334455 /9 163 719 765.
Note: not available in Wiegand 3T protocol, le 1st byte being used for the chip type.

Note: A new user card encoding with different number of fingers requires to format the chip.

x Fake finger detection: Enable / Disabled the Fake finger detection with specific detection level.

Fake finger detection

Disabled -

Low / FRR=0.5%
Medium / FRR=1.5%
High / FRR=5%
Critical / FRR=15~20%

x Secure biometric data storage in the reader:

Biometric reader settings

Secure biometric data storage in the reader

Security level Mumber of fingers Threshold Fake finger detection
to enroll
s 2= 5= Disabled v
Number of fingers
to check
1 . Minutiae capture Duress biometric
T consolidation authentication

When this operating mode is select, the number of fingers to enroll is set on 2 fingers and the number of
fingers to check is set on 1..

To create the Biometric Configuration Card, refer to BCC section. .

I'n this mode, you canét encode templates in user
Warning: It is the responsibility of the end-user to ensure that the installation is in keeping with the
local rules for the management and the storage of biometric data.

More information about this mode, refer to T9 - Biometric data into the reader
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Keypad options
Choose between the modes fAiCard OR Keyodo and ACard

x Card OR Key + format choice:

- Keypad options
~Mode ————— ~On keypressed
B . .
® Card OR Key FBuzzer Once the reader detects a card, its ID number is sent
© Card AND Key [C] Flicker .
according the selected protocol followed by an
- Key transmission ——  ~Display ————— acknowledgement sound.
configuration °j Efts framed ® Keypad Each time a key is pressed, its number is sent to the host
s = . . .
8 bite © Defaultimage according the selected protocol and encoding mode
© X Keys framed [ Scramble Pad followed by an acknowledgement sound.
Numberof keys |4 & [0 Backlight

x Card AND Key + keys number:
- Keypad options

-~Mode ——— ~On keypressed

© Card OR Key [[] Buzzer o
: = 5 Flicker When the key sequence is finished, the reader expects an

identifier for a period of 6 seconds (a beep sound to

-I_(ey t.ransmlssu:n —— Display indicate pending identifier).
@ 4 bits framed @ Keypad
4 bits &) Default image
8 bits
X Keys framed [] Scramble Pad For more information on the functioning and format, refer

to paragraph T6 - About keypad readers.

NMumber of keys 4 & [ Backlight

Warning

The Wiegand 26 bits format is not available in Card AND Key mode.

x On Key Pressed
Allow to activate / deactivate LED and Buzzer when user press one touch of the keyboard.

x Display: Choose de default display for touchscreen if keyboard is active.

1 Keypad:
Display the keyboard.

1 Default image:
Display the default text and image (see step 7).

To display the keyboard, touch a first time the screen.

The display reverts to the default image after a timeout of 10s.
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()

x Scramble Pad (Only available for screen touch ARC): Activate the scramble on keypad.
The scramble is performed:

1 Card AND Key:
0 After each sequence: enter the number of configured keys and reading a valid card.
0 After a time out of 6s after the seizure of configured keys without presentation of a valid
card.
o Following the annulment by the * or # key.

configuration 7 Card OR Key:
0 After reading a valid card.

o Every 30s. Pressing a key or reading a card resets the timer.

x  Backlight: Allow to activate / deactivate keypad backlight.

ARC options

Eco mode (Low Power)
In this mode, light is less intense, and the scan cycles reduced, the consumption of
the reader is reduced of about 25%.

Subdued (LED)
Reduce drastically the led intensity

Disable UHF configuration
Deactivate the UHF chip.
For more details about UHF configuration, refer to VIII. 10 - UHF config

Disable all sounds emitted by the reader
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/ﬁ\ SCB - Step 7

SCB wizard

Touchscreen options DD T8) 9]

Display settings configuration

Reader language English ~
. (] Display Bell button [ Rotate 180°
configuration
Reader state  Default image and text =
Texts

coor (D

Line 1 |F‘resent your |

Line 2 |credentia| |

Line3 | |
Images Load Delete Adjust
(Onby by serial link - No SCB) @ Q @ . .
_ adha
20 58 N\ D 20 2o P
| o O O

Create Display images |
user cards Present ‘y‘OUI’

Port COMA Loading your images e :
’ into the reader |:"'1'| I|'|:|'|I credential
Baudrate —

)

Display Bell button
Display or not the bell button on screen.

When you press the bell, it will be activated during 1s.
Headband appearance

Keypad inactive and ring inactive

Keypad active in Card AND Key
mode and ring inactive

Keypad active in Card AND Key
mode and ring active

Keypad inactive and ring active

Warning

When the ring is active and if the reader has a screen then the tearing will not be effective
on static relay (used for the ring).
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Rotate 180°: Used to rotate the image at 180°.
Reader Language

Choose the language used to display the text on the screen: English (default) or French.

Reader State

Select the state to change, either from the drop-down menu, or by clicking on the corresponding icon.

configuration Default image and text

Badge detection image and text

Tamper switch activation image and text
Biometric template read image

External LED1 action image and text
External LED2 action image and text
External LED1+LEDZ2 action image and text

For each state, itds possible to change the i mage, th
Note: for the biometric, the text is not modifiable because it takes into account the number of fingers defined
in the configuration wizard.

Texts

To change the text color, click on the color button.

rli:r:auleurs Iéj‘

Couleurs de base :

|_Amaey el B 0|
| _ el ey o N |
AN EENNN
EiEEEENN
AN EEEN
T
Couleurs personnalisées
EEEEEEEN
EEEEEEEN
[ Définir les couleurs personnalisées >» ]

(the language of this windows depends on your Windows language)

The color applies to the three lines of text.
Image

Load an image file in SECard and adjust with the three button:

Load

T | Load an image file for the selected state.
Delete

@ Delete the image file to the selected state.
Adjust

Reduces the image on the screen.

Note: The classic image formats are supported (bmp, png, jpeg, ...). By against the screen reader does not
support transparency, the background color is white.
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Loading image into the reader
After loading the images into SECard for the seven states, they must be loaded into the reader.

The check boxes allow you to select the states will be activated by the SCB and validate the image on the

screen. iDef aultodo and Abiometricdod states are automat.i
8Tl A%u&uﬁﬂ
Display images ] ] ]
configuration
Warning

Loading images into the reader is possible only through the reader serial communication, not
with the SCB.

1 - Connect the screen touch reader to your computer with the reader serial link and set the communication:

Port COMA

Baudrate 38400 -

2 - Power on the reader and click on ﬂ;,l l I while the LED blinks orange for serial readers
or at any time for TTL readers.

3 - The loading progress is indicated by the progress bar: Loading your image library into

The operation is repeated seven times, once for each image. the reader
Exclusively by serial link (Mo SCB)

Operation 1/7 peessms5% |

e reader
At the end you must have the message below: the reader ausesmmnsm
Exclusively by serial link (Mo SCB) Do 7 g

TouchScreen Picture loaded into Flash pesssittdcss

Loading your image library into “wmbai

Note:
*  Each image has an index, a new load erases the image loaded before.
*  If you get the message below, your communication settings are not correct, return to the step 1.

. . . . Loading your image fbrary into
Loading your image library into Rt
the reader  eowseysiin oo
Exclusively by serial link (No SCB) Ot 7 e+
Diata received length error (too short) | 0% |

* If the image has been loaded into SECard was moved, the preview will not be available and the next
image will be displayed in the IHM SECard.

* Thedisplay time of the state fABadge detection i mage a
with fABlinks timesod if the blink is activated or
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/ﬁ\ Default Image and text

Visuel

Default Image and text

Present your

credential

1
2

b

configuration Badge detection image and text* o

Detected card

>

Tamper switch activation image and text

Alert
Attempted tampering

NS
o>

Biometric template read image
(none editable text)
Place your finger

on the sensor

External LED1 action image and text ‘o

Authorized access

External LED2 action image and text ‘0

Access denied

gy
External LED1 + LED2 action image and text

Free access

Important note

A configuration card created with a version of SECard <V2.1 (SCB < V8) for a standard reader will
automatically activate the screen if it is presented to a reader ARC screen with only theimagei def aul t i n
and texto and images related to the states LED1 and L

A configuration card created with a version of SECard <V2.1 (SCB < V8) for a standard keypad reader will
automatically activate the screen in keypad mode if it is presented to a reader ARC screen with only the image
Afdefault i mage and texto and i mages related to the st
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()

Home

SCB - Step 8

SCB wizard

v

{3

Blue/NFC Mobile ID options
Settings and Reading options

BB ¢ )

Blue mode STid Maobile ID ~

Reader

Designation
configuration

Configuration Name (max 14 characters) * |myConfigName ‘

Identification modes and communication distances

OCard &

[] STid Mobile ID (CSM)

Site code * *Mandatory fields

[1Hands free

[ Slide/External detection [] Remaote

External event detection using

- Remote button selection
reader input

Create
user cards

O TapTap

Remaote 1 Remaote 2

Reader options

Unlocking smartphone required

# [ NFC SAK/ATQA values adding
by the reader

000000 000000, 000000

Four configurations are available for Bluetooth® authentication:

Configuration
Name | ConfMobilelD ConfMobilelD SameAsDESFire Custom
Characteristics
VirtualAccesCardName STid Mobile ID | STid Mobile ID+ STid Secure ID Custom
All availabl nl r .
Identification modes Only Card available Only Card up to All available
except Remote 0.5m
Requjres smartphqne Select by Select by No Custom
unlocking to authenticate customer customer
CRC16 CCITT
Sit d
ite code 51BC 51BC AID DESFire Custom
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This choice impacts the screen wizard Step 8 and Blue/NFC Mobile ID Settings:

Configure the reader to read STid Mobile ID® or Orange™ PAckID or Open Mobile Protocol.

STid Mobile ID®

SCB wizard
Blue/NFC Mobile 1D options

Settings and Reading options

Blue mode STid Mobile ID ¥

Designation
Configuration Name (max 14 characters) *
Site code *

Identification modes and communication distances

© Hcard @

% & Contact

= ‘ v

U) ‘ 08: Bluetooth® / Android: NFC
i0S: Blustoo ndrol

©

=

© Slide/External detection

N Very short

= [, 8
DE)dema\ event detection using

reader input

O TapTap

Reader options

Unlocking smartphone required
by the reader

myConfigName:

BB :

[1STid Mobile ID (CSN)

“*Mandatory fields

[ Hands free

[0 Remote

Remate button selection

Remote 1 Remaote 2

(@ [ NFC SAK/ATQA values adding

000000/ |000000| 000000
4 Back wp Next ¥ Cancel
SCB wizard
/}g Blue/NFC Mobile ID P> Google Play
L= Eb STid Mobile ID' gy
[ 4 App Store
Reader parameters Virtual access card parameters
) ~Read mode - Virtual access card name (max 14 characters)*
(@] >
= ©Private ID myVCardName
=
k) O From DESFire
;) =
O Private ID else CSN Card preview
a
g Eevtyre myVCardName
3
@® One key (RW)
=
EL) O Two keys (R and W)
Z
o)
= ~Data ——
m Size
o] (m]ls] [JRemote 1
S
ﬁ Offzet [ Site code [JRemote 2
§ [JReverse [ Configuration name [ Unlock required
[ Prohibit Deletion [ Bio unlock required
(¥ Validate ¥  Cancel
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STid Mobile ID® (CSN)

SCB wizard
Blue/NFC Mobile 1D options

Settings and Reading options

Blue mode STid Mobile ID i

Designation
Configuration Name {max 14 characters) *

Site code *

Card (@
Contact

’
i0%: Bluetooth® /Android: NFC

Slide/External detection

Very short
W

TapTap

(-
&) °

Reader options

Wizard Step 8

reader input

Up to=3m

Unlocking smartphone required

Identification modes and communication distances

External event detection using

RN DEY

Conf Mobile ID

- e}
518C iz *Mandatory fields

Hands free

Up to =3m

Remote

Remote button selection

Remote 1 Remote 2

@ O NFC SAKIATQA values adding

From DESFire

Private ID else CSN

-Key type

One key (RW)

Two keys (R and W)

-Data -

~
»

<«

Wizard Blue/NFC Mobile ID settings

Reverse O

by th d
4= Back
SCB wizard
é‘f’ Blue/NFC Mobile ID
Di STid Mobile ID
Reader parameters Virtual access card parameters
- Read mode Virtual access card name (max 14 characters)*
Private ID

STid Mobile ID

Card preview

STid Mobile ID

XXYYZZTT

ID
Site code
Configuration name

Prohibit Deletion

Remote 1
Remote 2
Unlock required

Bio unlock required

(¥ Validate X

Cancel
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Orange™ PAckID
SCB wizard
Blue/NFC Mobile 1D options
Settings and Reading options DEDEE)E
Blue mode Orange Pack ID =
Designation
myConfighame STid Mobile ID (CSN)
1oz | @
Identification medes and communication distances
Reader o Card el Hands free
configuration &
+—
n
©
S
ﬁ Slide/External detection Remote
Extemgl event detection using Remote button selaction
reader input
TapTap Remaote 1 Remote 2
Reader options
Unlocking smartphone required () C1NFC SAK/ATQA values adding
by the reader
000000/ |000000| |000000
4 Back wp Next ¥ Cancel
p
SCB wizard
!‘EQ Blue/NFC Mobile ID
Pack ID
Create Reader parameters Orange™ Pack ID parameters
user cards
% foocuode Company Identifier 0543
c @ Private ID
= Service ID 00000001
3} From DESFire
[%2]
A Private ID else GSN Access ID OFOFOFOFOFOF
- TX power (dbm) -8 -
é’ -Key type -
o
@] @ One key (RW)
=
O Two keys (R and W)
LL
Z
=
() -Data
>
o Size 4 3
© Offset 0 3
©
N "I Reverse
[ (@ Validate l [ X Cancel
L

Blue Mode Orange Pack ID

The detection mode for this application is fixed to Contact.

Warning: To configure the reader for this application, you must create a physical SCB and not a
virtual SCB.
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Open Mobile Protocol

SCB wizard

Blue/NFC Mobile ID options

Settings and Reading options

Blue mode Open Mobile Protocol ~

Designation

Cad @

Slide/External detection

Wizard Step 8

reader input
TapTap

Reader options

Unlocking smartphone required
by the reader

Extemal event detection using

BB : E

myConfighlame STid Mobile ID (CSN)

1103 | @

Identification modes and communication distances

Hands free

Remote

Remaote button selection

Remote 1 Remate 2

@) (] NFC SAK/ATQA values adding
000000

000000 |000000

4 Back

X Cancel

SCB wizard

!A:O Blue/NFC Mobile ID

Reader parameters

~Read mode
@ Private ID
From DESFire

Private ID else CSN

~Key type -

@ One key (RW)

Two keys (R and W)

Data
: @
Size 4 g
Offset 0 3
[T Reverse

Wizard Blue/NFC Mobile ID settings

OPENMOBIEE |

Open Mobile Protocol
~C

mode @

[”] Secure communication
Complete local name ARCoa
Site code 51BC
General Purpose Bytes 000000
TX power (dbm) 4 -
Company Identifier 51BC
[ (¥ Validate ’ ‘ X Cancel
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Create
user cards

Blue/NFC Mobile ID and NFC-HCE compatibility

I f

i STi ldDaiMiotbpielne Mo bi | e

Protocol

i i s a

parameters and keys are greyed. The NFC Mobile ID is automatically activated.

ARC SCB wizard

Blue Mobile |D options
Settings and Reading options

Blue mode STid Mobile ID A
Designation
Configuration Name (max 14 characters) *

Site code *

BB : |

myConfigName [C] STid Mobile ID (CSN)

@
CBCF 4 “Mandatory fields

or

ARC SCB wizard

Blue Mobile ID options
Settings and Reading options

Open Mobile Protocol ~

Blue mode

Designation

| f
greyed.

iOr anddda@esckat ed i

BB ¢ |

myConfigName STid Mobile ID (CSN)

cecF | @

t i1s

ARC SCB wizard

Blue Mobile 1D options
Settings and Reading options

Blue mode

QOrange PacklD v

Designation

myConfigName

CBCF

BBDEBD : |

STid Mobile ID (CSN)

@

L2STid

Electronic Identification

cti vat eHdCEfnt, h érh ei

ARC SCB wizard

(ooo) ) SCB Wizard configuration
' ( \ ' For models:
- Architect®, Architect® One, Architect® Blue and Architect®
/ Secure
Select your SCB type : | Full settings =
Reader o setings | |9 keys | M
MIFARE DESFire @ vanwaimode - | &F Settings | | D Keys R
MIFARE Pius SL3 @ monwsimode | {F  Sefiings  Keys [}
MIFARE Classic/SL1 @ wonaimode + | {F Settings | |9 Keys o
MIFARE UltraLight/C ¢f  Settings ?  Keys [}
l Blue/NFC Mobile ID ¢f Setings | Keys [ 1 |
I NFC-HCE o L |
CPs3 ¢ Settings o !
l
125 kHz o |
U
(@ Close

p clGH b, et teo

paecrt @ meatt eer si NaFnCd

ARC SC8 wizard

(o) M SCB Wizard configuration
[ \ ’ For models:
Architect®, Architect® One, Architect® Blue and Architect®
/ Secure
Select your SCB type : | Fub settings =
Reader ¢  Seftings ‘  keys | @H
MIFARE DESFire @ vanaimode - | &F Settings | $ Keys | o |
MIFARE Plus SL3 @ Monual mode ¢f Seftings | B Keys 7; o
MIFARE Classic/SL1 @ Monuaimode  ~ f Setings | ‘  Keys | o)
MIFARE UltraLight/C ¢f  Settings \ $  Keys | [}
| Blue/NFC Mobile D < setings | | Keys | WH
INFC-HCE < setings | [ keys | N
CPS3 ¢f Seftings | ol |
[
125 kHz o
[
i
(@ Close

NFC Mobile ID and « 1S014443-3B PUPI / iClass » compatibility

ANFC Mobil e |

D 63 Ba nRIU Rill /S Oclad 4i8Be

compliant with 1SO14443-A.

Reader communication protocol
Protocol type and parameters

activa

t eMdo aitl @ hleDf aime

Private ID security
[7] Data authenticated encryption

Protocol ID

Select the protocol of your choice

Clock&Data 40 bits - Iso 2B

Protocol options

Data size 5 % byte(s)
Forced

[7] site code 2 bytes AB
onUiD

Variant » 2B
Decoding » Dec\mal (BCD)
AR Lt e o 4D b

18014443-3B PUPI/iClass
Enable MSB First
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72) Blue Mode STid Mobile ID
Designation
x Configuration Name: enter the name of the configuration Mobile ID Secure Plus: 14 characters max.
Note: configuration name fiConf Mobile IDO0O is reser
Warning [,

Warning, you can't use "Conf Mobile1D" as a
Fi 1N configuration name because it is reserved by the 5Tid
Mabile ID (CSN)

configuration

x Site Code: 2-bytes data used for the site code of the configuration.
Note: site code 51BC is reserved for STid Mobile ID®.

x STid Mobile ID (CSN): configure the Blue reader to read only a CSN on the smartphone.
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Identification modes and communication distances
For each identification mode the communication distance is adjustable.

x  Card: By placing the smartphone in front of the reader.
Contact: smartphone must be in contact with the reader.

Up to 0.2m: smartphone must be in an area of 0.2m around the reader
Up to 0.3m: smartphone must be in an area of 0.3m around the reader.
Up to 0.5m: smartphone must be in an area of 0.5m around the reader.

ﬁ

1
1
1
1

x  Slide/External
detection:

Slide: By placing your hand close to the reader without taking out your smartphone.

External detection: Works by changing the potential applied to the LED2 input (see
details below).

The distance between the smartphone and the reader can be:

1 Very short
1 Short

1 Medium

1 Long

1 Verylong

Not available for ARC1S neither ARCS keypad in Card or Key mode.

By tapping your smartphone twice in your pocket for near or remote opening.
The communication distance can be:

1 Upto3m
T UptoSm
1 Upto10m
1 Upto 15m.
x Hands free: By simply passing in front of the reader.
Communication distance around the reader:
1 Upto3m
T UptoSm
1 Upto10m
x Remote: By controlling your access points remotely.
Communication distance around the reader:
T Upto3m
1 Upto10m
1 Upto15m
1 Upto20m
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x Remote button selection

If the identification mode "Remote" has been activated, it allows to associate the current configuration to
the Remote button 1 or Remote button 2.

Notes:

The notion of distance in Bluetooth® corresponds to an area around the reader, not just in
the front.

Reading distances depend on the environment, on the position smartphone // reader ...

configuration

It is recommended to do on-site testing to evaluate the settings.

Warning

When Architect® Blue readers are installed close to each other, detection distances
must be defined to accommodate the distance between the readers to avoid cross
readings.

x  External event detection using reader input:
Hand (slide mode) information is given by capacitive sensor or input LED2 level on ARCS reader.
If enabled: information is given by LED2 level.

A LED2 no connected or connected to high level = Hand not present

A LED2 connected to the GND = Hand present.

For example: connect a detection system to the LED2. When people are detected, the smartphone
reading is activated.

x Unlocking smartphone required by the reader: security option
1 If checked: the smartphone must be unlocked (with PIN code or other unlocking option
depending on the smartphone) to authenticate with the reader.

1 If unchecked: unlocking the smartphone is not required to authenticate with the reader.
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A

x  NFC SAK/ATQA values adding

In RFID a chip is identified by two parameters ATQA and SAK. These parameters must be known to the
readers for read the identifiers.

Smartphones in NFC mode meet this same rule. Some ATKA + SAK are already implemented in STid readers.

To ensure the compatibility of the readers with the reading of new smartphones in NFC mode, these fields

make it possible to set up three values of ATQA and SAK.
configuration
How to know these values for your smartphone:

Enabled the NFC on the smartphone
Go to Create user cards

@) SECard - The software tool to keep control of your security - Administrator - X
/ﬁ\ User cards
Management
-3
0 Private 1D Read operations
Settings
] 7
5 [un}_Read UID/Mobile ID
[+ ] ead UID and Infos
old CTRL to get SAK and ATOA values|
Reader |—Af o
configuration
Copy Read value as data
to encode
Create . .
user cards Programming session log
A
o & B
Create =3
user cards Data [J Auto save programming log
Encoding type
Private |D
Encode Private |D+Bio
A .
,JJ Bio Bio derogation
STid Mobile ID+ Current config file
Current operation: ~ Mone SEEEEIED
Status:
P K]
Encode
* A
Tools

X Present the smartphone to SECard encoder and hold CTRL + click on Read UID button

X Result Cyrrent operation: SAK=20, ATQA=0004

x  Enter this value in the field: NFC SAK/ATQA values adding @ [20040d] [000000| [000000 |

Notes:

Mobile ID app (activated by default).
This feature is only available for Android phones.
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SCB - Step 9
SCB wizard

Matrix code / QR code

Options and parameters DDDH

Matrix code type selection Ambient lighting
Code 2D
configuration .
Data Matrix O Eco mode eh
QR code @® Standard mode / Night & day eH
Aztec code O Intense lighting mode )
Code 1D Advanced settings

Code 128
Lighting beam brightness

[ | Intense
Matrix code format

Lighting beam target

() Hexadecimal 0 High

Create

user cards ® Decimal

o Detection sensitivity
ASCI

(¥ aldte

x  MATRIX code type selection
Select the code type to be read:

Data Matrix QR Code Aztec code Code 128
op40 .
recher |k JITINRTIN
pata Matrix| [P | aztec code| Barcode507072
QR Code
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x  MATRIX code format
Select the format of the matrix code to be read.

The maximum size of the code depends on the format chosen:

Format Size in characters Size in
bytes
Hexadecimal 96 48
. De 0 2 1208925819614629174706175
Read
Conﬁ‘;aur‘;:ion Decimal 25 10 0x0 a OXFFFFFFFFFFFFFFFFFFFF
ASCII 192 48

Note: only the characters list below are authorized in ASCII:

Value | ASCII character | Value | ASCII character | Value | ASCII character

30 0 38 8 61 a
31 1 39 9 62 b
32 2 41 A 63 c
33 3 42 B 64 d

Create 34 4 43 C 65 e

user cards

35 5 44 D 66 f
36 6 45 E
37 7 46 F

Note: if the code to read is not in the code type set in the wizard, the code is not read. For example, if decimal
type is set and the code to read contain letter the code will not read.

To read a specific part of the data code go to the settings Matrix code:

Scaw
Configuration wizard
Matrix code/ QR Code settings
For models: n n
Architect®, Architect® One, Architect® Biue, WAL, MS2 and j
MS2S Blue - ‘
Select your SCB type: Full settings . n H
J
Reader configuration [ secure reader (sc8) Seti Keys [+ | e
d o Current configured matrix code format Decimal
MIFARE DESFire @ sanusl mods ¢ Settings ?  Keys 0
MIFARE Plus SL3 @ Manual mode ¢f  Settings ?  Keys ()
MIFARE Classic/SL1 | @ menuai ¢ Settings Keys 0 [ ] il
MIFARE UttraLight/C ¢f  Settings D Keys 0 OAl Size 5 2 char
Maximum 192 chars =
Blue/NFC Mobile ID ¢  Settings ?  Keys [} Offset 0 5| char
|
s 5" @ Selection |
i ki ¢ Settings 9 Reverse [
Matrix code ¢f Settings o
NFC-HCE ¢ Sefting: a
(¥ Close
(V7 Validate X  Cancel
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x  Ambient lighting
- Ecomode

- Standard mode / Night day
- Intense lighting mode

x  Advanced settings

configuration Lighting beam brightness | Control the power of the spot which illuminates the Normal Intense
code
Lighting beam target Control the power of the laser which targets the | Low Normal High
code
Detection sensitivity Control the sensitivity of the trigger to start | Low Normal Max
scanning the code

Click the button ‘ (v Validate ‘to complete the reader configuration settings.
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lll. 2 - SCB Wizard: reader security keys

SCB wizard

Reader security keys

Keep control of your security. Define/modify your keys.

- SCB company key

Current [INew
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFR 10000000000000000000000000000000

Serial communication keys -

....................................................

New FFFFFFFFFFFFFFFFFFFR New FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
~Easy Secure or Wiegand encryption AES key ~ARC UHF configuration protection key
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE UHerrtekey
New FFFFFFFFFFFFFFFFFFFFEFFFFFFFEFFF ] New FFFFFFFF
~PUPI 1SO14443-3B - . Authenticated encryption -
Key
EISignature Key FFFFFFFFFFFFFFFFFFFE FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE

Change automatically the communication key (serial with interface)

(v Validate ¥ Cancel

SCB company key
Refer to T15 ¢ Recommendatioafor the Configuration Cards management

Configurable readers with « SCB » card are initially supplied with default configuration (factory key
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF).

These can be configuredbya"SCB" wi th OxFFéFF in current key to a
It can be entered manually or automatically by pressing CTRL + R or by right click "Fill with a random

value."

After the initial configuration and in order to reconfigure the reader, it will be necessary to present to the
reader "SCB" with a company key similar to that recorded by the reader.

Warning

This key is important and should definitely be known by the administrator. It protects the data
from the "SCB" and allows changes to the configuration of readers.

If you lose this key, the reader cannot be reconfigured for another "SCB" and will must be reset
at the factory.
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Serial communication keys
Modify the signature and encipherment keys for serial secured reader (S32/ S35 / S33).
For more information about the protocol, refer to
T5.2 - Bidirectional communication mode

Easy Secure or Wiegand encryption AES key
Modify the enciphered AES key used to secure the connection between the reader R33 and INTR33E and
the output reader S31.
Note:

configuration The default value (factory settings) is «FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF».

It is mandatory to change the value of this key so that the output is encrypted.

PUPI ISO 14443-3B
Enter the key used for the signature calculation, calledi s ecr et keyo (10 bytes).

ARC UHF configuration protection key
Change the write UHF configuration key, if enabled. It recommends to change it, to protect the
configuration in the chip in against further write operations.

Authenticated encryption:
Enter the authenticated encryption key.

Change automatically the communication key: by default, select this option.

x Activate:
In SECard <v3.3.x this option is automatically activate. The authentication sequence at the power
on of the reader are:

- 18case: The current decoder or contr.ol panel key
Current FEFFFFFFFFFFEFFFFFFFFFFFFFFFFFFE
Power on
New 0E4FCDCZB157101EBEOE2729F49BET00

Authenticate
with New key
is OK ?

Red LED and
buzzer

with Current
ECCXC

Delay 1mm

Secure channel - Send the new key to the decoder or
communication open. control panel (Change key command).
END . . .
- Authenticate with this new key.

- Secure channel communication open.
END
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2nd case: The current decoder or control panel key is different to default key.

Current 60827531F39811D39859B8EE261ESRAER

New OE4FCDCZB157101EBEOE2T729F49BET00

Power on

configuration
Red LED

and
buzzer

Delay 1mm

Authenticate
with Current
key is OK 2

Authenticate
with New key
is OK ?

with default
OxFF..FF ke

Secure channel - Send the new key to the - Send the new key to the

communication open. decoder or control panel decoder or control panel

END (Change key command). (Change key command).

- Authenticate with this new - Authenticate with this new
key. key.
- Secure channel - Secure channel
communication open. communication open.

END END

x  Not Activate: the authenticate sequence is:

Current FFFFFFFFFFFFFFFFFFFFFFFFFEFFEEEE

MNew 0E4FCDCZB15T101EBEO&2729F49BET00

Power on

- Red LED and buzzer.
Authenticate
with New key
is OK ?

- Present the SCB
configuration card to the reader
to send the new key to the
decoder or control panel.

Secure channel
communication open.
END
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SCB wizard

Reader security keys

Keep control of your security. Define/modify your keys.

~ SCB company key

configuration Current [ New

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 00000000000000000000000000000000

~ Serial communication keys -

.....................................................

New FFFFFFFFFFFFFFFFFFFF New FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEF
~PAC64 master key - ~ARC UHF configuration protection key
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE UHF write key
New FFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFE I:]New FFFFFFFF
~PUPI 1SO14443-3B - | Authenticated encryption -
Key
|

DSignature Key FFFFFFFFFFFFFFFEFEFEFE ‘ FFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFEFE

Change automatically the communication key (serial with interface)

(@ Validate ¥ Cancel

PAC64 master key: Enter the authenticated PAC64 encryption key.

Click the button‘ @ Validate ‘ to complete the key settings.
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/ﬁ\ [ll. 3 - OCB Wizard: Reader configuration settings

Home

Reader configuration: In the list select OSDP reader OCB

oﬁ Reader configuration | ospp reader (0CB) |~

Secure reader (SCB)

MIFARE DESFire

Reader
configuration

Reader f s:d@hetreadergeenfiguration is done in five steps. To move from one stage to another, you
must click on fiNexto.

Configuration wizard

Click here

Reader type and options

Click here

Protocol and options

LED and Buzzer

Click here

Create

user cards Keypad and biometrics options

Touchscreen options

DD— Blue/NFC Mobile ID options

N2 NN5NENDES Matrix code
Click here
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/ﬁ\ OCB - Step 1

OCB Wizard

Configuration wizard

Create your OCB reader configuration card

Wizard configuration steps for ODSP reader:

- Reader selection and security options {@ S D pm

configuration - Reader communication protocol
- LED and Buzzer

- Keypad and biometrics

- Touchscreen options

- Bluetooth® / NFC options

The functions available with the configuration card
(OCB) depend on the generation of the reader's
firmware.

You must choose the version corresponding to your
reader generation.

i Click to view firmware compatibilities array

Choose SECard version to use

SECard V3.5.x OCBvS >

= Get configuration from
[ SCB wizard

i Click to view compatibilities ARC/ARCS, ARC1/ARC1S and WAL?Z2

The available functionalities and the compatibility of OCB depend on reader firmware generation.

To provide compatibility between SECard and firmware versions, SECard proposes the choice about SECard

versiont o use if the optiod.3i-Klesval i dated in fAFileso cf
SECard
wl
AL v3.3.x OCBv3 v3.4.x OCB v4 v3.5.x OCB v5
©
Z -
1= 205-06-07 x ARC1/ARCAS reader is configured as an ARC/ARCS reader except in this case:
if Zos x? X - If Biometric, Keypad and/or Touch Screen options are activated, they will not be taken into
3 account
= >=Z09 xt Xt X
3. ForARC Ph1, only secure MIFARE Classic settings and all other UID chips are taken into
5 account
= Available ARC1S Blue identification mode: Card, Tap Tap, Remote and Hands free mode

Available ARCS Blue identification mode: Card, Slide, Tap Tap, Remote and Hands free mode.

WAL reader is configured as an ARC reader exceptin these following cases:

- if Biometric, Keypad and/or Touch Screen options are activated, they will not be taken into
account,

¥ Fuly compatible . - if Bluetooth® features are activated, they will not be taken into account.

x* Limited functionnalities for backward compatibility
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Get configuration from

—
'* Kol SCB wizard

X

When you click on Get configuration from SCB wizard all parameters defined in OCB wizard are set in wizard
will be replace by the parameters presents on the SCB.

”
Avertissement ﬁ

configuration

I Are you sure to replace all the OCE parameters with
S%  current SCB parameters?

”
Infermations ﬁ

[ | SCB parameters have been copied into OCB parameters
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OCB Wizard

Reader reference selection

Choose reader type and options to configure

Features activation

'@

O Touchscreen [

B

Blue/NFC
Mabile ID

[ Keypad

Reader protection options
Save user keys in non volatile memory
[] Erase keys on tamper switch activation

On tamper activation keeps LED red as default

Byg

[(1Biometric  [1Prox 125 kHz [ Matrix code

Tamper switch signal
Accelerometer sensitivity

[ | Mormal

Features activation:

x To activate keypad configuration.
x To activate touchscreen configuration.
x To activate Blue/NFC Mobile ID configuration.

x To activate the biometric configuration.

V7.2.1- Part 1- Page66 on 263

www.stid-security.com




L2STid

Electronic Identification

x  To select 125 kHz module (SE8 or SE8M) and activate configuration.

74 Proximity 125 kHz module selection et

Select from the two 125 kHz Prox Architect® modules to
manage your technological migrations

SES SESM

Reader
configuration

AWID /ioProx NDALA

Module compatible with EM Multi-technology module compatible with
Microelectronic® (any format) and HID EM Wicroelectronic®, HID Proximity®,
Proximity® (VWiegand 25, 34, 35 and 37-bits AWIDE, Indala® and ioProxE.
formats ).
The 125 kHz Prox data format =ent to the
Create system is similar to the 13.56 MHz format.
user cards
L1 0
(v Validate

This choice impacts on 125kHz settings.

Prox 125 kHz Prox 125 kHz
SES SE8M

You can see the current model on the screen

x To activate Matrix configuration.
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/ﬁ\ Reader protection option

x Save user keys in non-volatile memory: enables the keys to be saved, in encrypted form, in EEPROM
non- volatile memory, in case of power failure.

x Erase keys on tamper switch activation: enables all the reader keys to be erased, if the status or
accelerometer is changed.

x On tamper activation keeps red as default: requires activation of tearing.
configuration If the status of accelerometer is changed, LED is on the red indicating that the keys have been erased.

x  Tamper switch signal: enables the tamper switch signal to be activated.

x Accelerometer sensitivity

The ARC reader range includes an accelerometer to detect the reader tearing.
Depending on the support / installation location of the reader, it may be necessary to adjust the sensitivity
of the sensor so that only an effective tear is detected.
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/ﬁ\ OCB - Step 3

OCB Wizard

Reader parameters

Protocol and options

Private |D security Protocol options

[1 Data authenticated encryption [] Forced site code on UID

configuration
2 bytes Value AB
n Enable Plain mode after secure channel

Protocols authentication

Type () [JUse ACK instead of Busy command

" RAW O Wiegand

Offset bit(s)
[ Use protocol size Byte(s)  Change RS485 5

rY
address 52

7 [ Backward compatibility
Baudrate Mo change ~

d» ® Justify datatoleft (O Justify data to right & []No wrap text

15014443-3B PUPI / iClass
Enable

Card ID range filter (LSB)

UID/D range |:::::::: |t0 |:::::::: |

x  Private ID security

Private ID can be encrypted AND signed before being written in the card.

The reader will decrypt and authenticate the private ID before sending it on its output media.

Only an ID correctly decrypted and authenticated will produce an output data, otherwise the reader
will remain mute.

The Authenticated Encryption uses the MtE mode (Maced then Encrypt).

Note: The size of private identifier is limited to 12 bytes.
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x Protocols

[REPLY]: osdp_RAW - 50h
CRC
SOM ADDR LEN CTRL REPLY DATA /
CKSUM
lT:\!:eyastl:lcea:'l XXh XXh: Reader Format i XX0
53h CKsUM XXh 50h: osdp_RAW Data / XXh
Address XXh XXh: CRC P number code LSB | mMsB XXh
[80h...FEh]
configuration
Reader number: 00h First reader
1 byte 01h Second reader....
Format code: 00h not specified, raw bit array
1 byte 01h P/data/P (Wiegand)
Count: 2-byte size (in hits) of the data at the end of the record
2 bytes
Data: MSB to LSB (left justified)
n bytes
Type RAW
- Protocols }
Type A Type Raw + Backward compatibility: Format code is fixed to
(@ RAW O Wiegand ‘ 01h.
O] Use protocol size Byte(s) A Type Raw: Format code is fixed to 00h.
@ [] Backward tibil; . . .
: scrward compatbiity Use protocol size: Allow to fix the data size send by the reader
. _ to the OSDP_RAW command (UID and Private ID).
# @Justify datatoleft O Justify data to right

Type Wiegand
Protocols 3
Type A Format code is fixed to 01h.
O RAW © Wiegand A 3different Wiegand are available: Wiegand 26bits, 35 bits and

37 bhits.
® Keep MSB bits O Keep LSB bits

[ Automatic add parity bits

@ @ Justify datato left O Justify data to right

Select the data format to be included on OSDP
Wiegand 26 bits - 3i ~

Bit 1 »  Even parity from bit 2 to bit 13
Bit2... bit25 » Data (24bits)
Bit 26 »  Odd parity from bit 14 to bit 25

For 13.56MHz, BLE/NFC and Private ID 125kHz possibility to format the data send in osdp_RAW with Keep
MSB or LSB bits data, add a zero padding on left or right (Left justified or Right justified) and add parity bits
on the data read.

For UID 125kHz, the reader calculates and adds the parity bits obligatorily with the configuration Keep LSB
/ Add parity bit / Left justified. The options defined in SECard are not take into account.
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Protocol options

fiForceddsi bae fotte dsiie code whatever the communication protocol.

The value of the code will be transmitted most significant on one or two bytes.
UID can be truncated according to the protocol used.

Enable Plain mode after secure channel authentication:

- disable: after osdp_keyset command with a key different from default key SCBKD, it is
mandatory to communicate over the secure channel.

- enable: after odsp_keyset command with key different from default key SCBKD, it is
possible to communicate in plain mode even after successful authentication.
Use ACK instead of Busy
Tick this option if the system does not take
- disable: reply is osdp_busy.
- enable: reply is osdp_ACK.

Corresponds to the Manufacturer command:
IX.5- MFG_BUSY_ACK_SWITCHING

The command MFG_ BUSY_ACK_SWITCHING allows to send osdp_ACK reply instead of osdp_BUSY.

Allows compatibility of STid osdp readers with control panels that do not support osdp_BUSY replies. This command is
only available in plain mode.

SOM ADDR LEN CTRL CMD DATA CKSUM /CRC

Physical Reader Address | 0Dh 00h: CKSUM
[00h_..7TER] 0Ch 00h: CRC

XXh

93h 1 XXh XXh

XXh | 80h: osdp_ MFG | F5h1Bh COh | 05h | DATA

DATA: 00h reply is osdp_BUSY
1 byte 01h reply is osdp_ACK
Offset in bit

Allow to fix the first bit of ID send by the reader to the OSDP_RAW command (UID and Private ID).
Adjustable from 0 to 255 bits.

example: if the offset is 6 and the data is 0x123456 (hexa), 0b0001 0010 0011 0100 0101 0110 (binary)
The data with the offset will be 0b10 0011 0100 0101 0110 (binary), 0x023456 (hexa)

Change RS485 address / Baudrate:

Allow to fix the RS485 address and the Braudate with OCB configuration badge, without use the
osdp_COMSET command.

No wrap text: Link to OSDP_TEXT command (default disable)

Disable: if the OSDP_TEXT command is used to display more than 1 text line or 1 text line that
not fitted on only 1 text line, then the reader will clear all the screen and will display the
corresponding text.

Enable: the reader will cut the text beyond the first line; the reader will display only the first line
and will not clear all the screen.
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x 1SO14443-3B PUPI / i CLASSE*

It is possible to manage differently the PUPI 1SO14443-3B and the 1SO 14443-2B by calculating an
authentication code using a cryptographic hash function (SHA1) and a secret key. Other norms (1ISO14443-
A) and frequencies (125 kHz & 3.25 MHz) are not concerned by this option.

If the protocol size is less than 20 bytes, the 20 bytes obtained signature will be LSB truncated.
If the protocol size is more than 20 bytes, a zero padding will be made.

configuration *Our readers only read the UID/Chip Serial Number. They do not read secure HID Gl obal 6s i CLASSE cryrpy
protections.

x Card ID range filter (LSB)

It is possible to return an UID / ID only if it is within a specified 4 bytes bounded range.

If the size of the UID / ID is more than 4 bytes, the range will be made on the 4 bytes LSB (taking into
account the MSB First option first). The limits are included, lower limit OUID / ID Oupper limit.

If the UID / ID is in the range, the reader will return the code for the current protocol and perform an action
card LED + Buzzer (SCB). Otherwise, the reader light up (not configurable and not disabled) red LED +
Buzzer for 400ms.

The UID / ID is compared to the hexadecimal value after taking into account the MSB First parameter and
before entry into protocol shape.
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Y Yl OCB - Step 4

OCE Wizard

LED and Buzzer DB

Options and parameters

LED default state Card detection action

Mode Color Color
configuration ® Off

LED cycle number

O Fixed
O Blinking -

|

LED duration ON LED duration OFF
®100ms ®¥100ms ¥100ms
Blink duration ON 2 B 4 B
*¥100ms
Blink duration OFF 2 = Buzzer cycle number
Buzzer duration ON Buzzer duration OFF
*x100ms x100ms
Buzzer sound level 4 =
’.’ v Loud Light at Bluetooth® connection

LED default state
Define the default LED state (color and blink duration).

x  OFF
x  Fixed
x  Blinking with Duration ON and OFF

The image on the right allows you to view the selected effect: blinking and color.
You can always change this state with the command osdp_LED and permanent settings.

Card detection action
x  Define the LED and buzzer action (color and blink) when a valid identifier is detected.
This information is independent of the acceptance of the identifier.

x  Light at Bluetooth® connection
Flash LED when smartphone start connection on the reader. The color can be selected by clicking
on the right square.
This action, independent of the detection of the virtual badge, informs the user that the
communication between the smartphone and the reader is in progress.

Buzzer sound level
Define the sound level for the buzzer only available for ARCS, ARC1 and ARCI1S.
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Y Nl OCB - Step 5

OCB Wizard

Keypad and biometrics

Options and parameters DDB'_ N7 _

Biometric reader settings

configuration Security level Mumber of fingers to enroll
Tk
Threshold Mumber of fingers to check
5 = 1 2

] Minutiae capture consolidation

Fake finger detection Disabled ~

Keypad options

On key pressed Display
Buzzer ® Keypad
[ Flicker O Default image
O Scramble Pad

Backlight

Biometric reader settings

Security level: represents the reliability rate between the encoded and read fingerprints.
U Security level = 1: low false finger security level (Morpho Sagem recommendation).
0 Security level = 2: medium false finger security level.
U Security level = 3: high false finger security level.

- Threshold: represents the quality level of the fingerprints to encode in the chip (0 up to 10).
Lower threshold = less false rejection. Morpho Sagem recommendation: 5.

- Number of finger to enroll: represents the number of fingerprints to encode.
- Number of finger to check: represents the number of finger to check.

- Minutiae capture consolidation: allows to capture the same finger three times. The biometric
sensor will choose the best one during the encoding.

- Fake finger detection: Enable / Disabled the Fake finger detection with specific detection level.
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Keypad options

x  On Key Pressed:
Allow to activate / deactivate LED and/or Buzzer when user press one touch of the keyboard.

x  Display: Choose de default display for touchscreen if keyboard is active.
0 Keypad: Display the keyboard.

configuration o Defaultimage: Display the default text and image (see step 7).
To display the keyboard, touch a first time the screen.
The display reverts to the default image after a timeout of 10s.

x  Scramble Pad (only available for screen touch ARC): Activate the scramble on keypad.

The scramble is performed:
o0 After reading a valid card.

o Every 30s. Pressing a key or reading a card resets the timer.

x  Backlight: Allow to activate / deactivate keypad backlight.

Create

user cards
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OCB - Step 6

OCB Wizard

Touchscreen opticns

Display settings configuration

Reader language English w

- Choose the index to place
[JRotate 180 your texts and images

Texts
Color -
Line 1 |Present your |
Line 2 |credentia| |
Line3 | |
Images

Load Delete Adjust

) X QQ

Baudrate IEJL E

Loading your images into the reader
(Onhy by serial link - No QCEB)

Reader Language: Choose the language used to display the text on the screen: English (default) or French.
Rotate 180°: Used to rotate the image at 180°.

Index: select the Index number [0 ; 9] to load the selected image and text.
Texts: To change the text color, click on the color button.

Couleurs =)
Couleurs de base

_ mEelh Sl B 0|
HrTEENNEN
AR EEEEEN
ENEEEEEN
EEEEEEEN
I 0NN el i

Couleurs personnalisées ©
EEEEEEENR
EEEEEEEN

| Déinirles couleurs personnalisées > |

(the language of this windows depends on your Windows language)

The color applies to the three lines of text.
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Load your images:

()

Home
Q’? Load
T | Load an image file for the selected state.
Delete
Delete the image file to the selected state.
Reader
configuration @
Adjust ]
Reduces the image on the screen.

Note: The classic image formats are supported (bmp, png, jpeg, ...). By against the screen reader does not

support transparency, the background color is white.

Loading your image into the reader
Warning

Loading images into the reader is possible only through the reader serial communication, not
with the OCB.

Create
user cards
1 - Connect the screen reader to your computer with the reader serial link and set the communication

param eters:
Part COMA
Baudrate |9600 w
Loading your image fhrary inta
the reader

2 - Power on the reader and click on
Exclusively by serialfink (No SCB) =
Qperation 17 pmmmmb

3 - The loading progress is indicated by the progress bar

Note:
Image/text has an index; a new load erases the image/text loaded before.
If you get the message below, your communication settings are not correct, return to the step 1.

*
= ==

0%

*

Data received length error (too short) |

If the image has been loaded into SECard was moved, the preview will not be available, and the next

image will be displayed in the IHM SECard.

-

www.stid-security.com
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OCB - Step 7
OCB Wizard

Blue/NFC Mobile ID options

Settings and Reading options DEB_

Blue mode STid Mobile ID ~
Designation

configuration Configuration Name (max 14 characters) * |myC0nfigName [ STid Mobile ID {CSN)
Site code * @

Identification modes and communication distances
i 1 Card

*IMandatory fields

[0 Hands free
Contact
v
05 Bluetooth®@ / Android: NFC
Slide f External detection [0 Remote
Very short
L)
[ Externgl event detection using Active remate button
reader input
[ TapTap Remote 1 Remote 2
p Up to =3m
[
Ny ¢
S,
Reader options
[ Unlocking smartphone reguired # O NFC SAK/ATQA values adding

by the reader
000000| |000000, |0ODOOO

Blue/NFC mode

Configure the reader to read STid Mobile ID® or Orange™ PAckID or Open Mobile Protocol.

This choice impacts the screen wizard Step 7 and Blue/NFC Mobile ID Settings.
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configuration

SCB [ OCB

L2STid

Electronic Identification

STid Mobile ID®

OCB Wizard

Blue/NFC Mobile 1D options
Settings and Reading options

Blue mode STid Mobile ID ¥
Designation

Configuration Name (max 14 characters) *

Site code *

N~ (i [ Card
o Contact
2 v
U) i0S: Bluetooth® / Android: NFC
©
= Slide / External detection
@©
N Very short
2 i) »

External event detection using

reader input

TapTap
Up to =3m

) °

Reader options

Unlocking smartphone required
by the reader

myConfigame

12AB

Identification modes and communication distances

4 Back

BBBDBE)  E

[ STid Mobile ID (CSN)

*Mandatory fields

[ Hands free

[ Remote

Active remote button

Remote 1 Remote 2

@ O NFC SAKIATQA values adding

000000 000000 000000

¥ Cancel

OCB Wizard

/ﬁg Blue/NFC Mobile ID
Y Sems\

Reader parameters

Virtual access card parameters

P> Google Play

& STid Mobile ID

[ S App Store

n ~Read mode Virtual access card name (max 14 characters)*

= :

= ©Private ID myVCardName

-

@ O From DESFire

n =

a) O Private ID else CSN EruipEisy
2 ~Keytype ————— @ myVCardame
o myConfigName

§ @ One key (RW) ABCD

XXYYYYYYZZ

EL) O Two keys (R and W)

Z
o)

S -Data
m Size
ho] D [JRemote 1

p—

ﬁ Ofizet Site code [J Remote 2
§ [JReverse Configuration name [ Unlock required

[ Prohibit Deletion [ Bio unlock required
(@ Validate X Cancel
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configuration

Create
user cards

L2STid

Electronic Identification

STid Mobile ID® (CSN)

Wizard Step 8

QCB Wizard

Blue/NFC Mobile 1D options
Settings and Reading options

Blue mode STid Mobile ID ~

Designation

Configuration Name (max 14 characters) * Conf I
@ 51BC

Site code ™

Identification modes and communication distances

Contact

[1Slide / External detection

Very short
W
O

[ TapTap

External event detection using
reader input

Up to =3m

Reader options

O Unlocking smartphone required
by the reader

BBBDBE B

Mobile ID STid Mobile ID (CSN)

*Mandatory fields

[ Hands free
Up to =3m
L
Remote
Up to =3m
L

Active remote button

Remote 1 Remote 2

(@ [ NFC SAKIATQA values adding

000000/ (000000 000000

4= Back

OCB Wizard

é‘f’ Blue/NFC Mobile ID

& STid Mobile ID

Reader parameters

~Read mode

Virtual access card parameters

Virtual access card name (max 14 characters)*

Private ID
From DESFire

Private ID else CSN

-Key type

One key (RW)

Two keys (R and W)

Wizard Blue/NFC Mobile ID settings

-Data -

~
»

<«

Reverse O

STid Mobile ID

Card preview

STid Mobile ID

XXYYZZTT

ID
Site code
Configuration name

Prohibit Deletion

(¥ Validate

Remote 1
Remote 2
Unlock required

Bio unlock required

Cancel

X
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Electronic Identification

Orange™ PAckID

OCB Wizard

v

{3

Blue mode

Designation

Reader
configuration

@ [ Card

Wizard Step 7

TapTap

Reader options

Blue/NFC Mobile ID options
Settings and Reading options

Orange Pack ID ~

Identification modes and communication distances

Slide / External detection

External event detection using
reader input

Unlocking smartphone required

OB AN E ]

myConfighlame STid Mobile ID (CSN)

@ 1248

Hands free

Remoate

Active remote button

Remate 1 Remate 2

@ CINFC SAK/ATQA values adding

by the reader
000000| 000000 000000
4 Back wp Next ¥ Cancel
The detection mode for this application is fixed to Contact.
Create OCB Wizard
user cards
!A:Q Blue/NFC Mobile ID
Pack ID
Reader parameters Orange™ Pack ID parameters
g [Readmode Company Identifier
c Private ID
% From DESFire sevice D
8 Private ID else CSN fecessll
I) TX power (dbm) -8 -
= ~Key type
3
@® One key (RW)
=
EL) O Two keys (R and W)
=z
~
5 ~Data
om Size |5 2
-?5 Offset
g [ Reverse
(v Validate X  Cancel
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Electronic Identification

Open Mobile Protocol

QCB Wizard
Blue/NFC Mobile 1D opticns —
Settings and Reading options DDDD 7
Blue mode Open Mobile Protocal ~
Designation
myConfighame STid Mobile ID (CSN)
Reader @ 1248
configuration
Identification modes and communication distances
n @ | Card Hands free
o
[
+—
n
SCB [ OCB S
E Slide / External detection Remote
| I g
External event detection using Active remote button
SKB readerinad Remote 1 Remote 2
TapTap
[2)
C Reader opticns
O Unlocking smartphone required ) [JNFC SAK/ATQA values adding
by the reader
| I 000000| 000000 000000
1 Bac ancel
Back C |
OCB Wizard
Create !‘E Blue/NFC Mobil
A ue) obile ID
user cards m’i““gg!!.&
Reader parameters Open Mobile Protocol
~Read mode - (o] ication mode
Private ID

[] Secure communication

From DESFire

Private ID else CSN SRR
Site code 51BC
~Ke: L

v P General Purpose Bytes 000000

@® One key (RW)
X povier (dbr)
O Two keys (R and W) Company Identifier
-Data
Size
[JReverse

Wizard Blue/NFC Mobile ID settings

(¥ Validate X Cancel
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/h\ Blue/NFC Mobile ID and NFC-HCE compatibility

Home
f

| AiSTid Mobile | DA or

iOpen
parameters and keys are greyed. The NFC Mobile ID is automatically activated.

CCEB Wizard

Blue/NFC Mobile ID options
Settings and Reading options

NEEVED) 5 |

Blue mode STid Mobile ID =

Reader Designation

conﬁg uration Configuration Name (max 14 characters) * myConfigName [Z] STid Mobile ID (CSN)
Site code * 12AB B *Mandatory fields
OCB Wizard
SCB [/ OCB

Blue/NFC Mobile ID options
Settings and Reading options II}DDD
Blue mode Open Mobile Protocol ~
Designation

SK

(2

BC

myConfigName

STid Mobile 1D (CSN)
1248 | @

I
B
=

I f AOrange aRackwaltPdiiits i s
greyed.

1= o

=
Create
user cards

pad

Tools

ARC SCB wizard

Blue Mobile ID options
Settings and Reading options

Orange PackiD -

D) ENENENE)ED) ¢ |

Blue mode
Designation
myConfighame STid Mobile ID (CSN)

cecr | @

ANFC Mobil e |
compliant with 1ISO14443-A.

D 63 B nRIU RIS Oclad 4iBe

Mobil e

L2STid

Electronic Identification

Prot ocoHGEW s

<8 Wasrd

R SCB Wizard configuration
r For models:

Architect®, Architect® One, Architect® Blue, Architect®

Secure and WAL

Select your SCB type :
Reader configuration osop resder 08~ ‘ ¢f Seftings | i Keys ——
MIFARE DESFire @ ronuaimode - | setings | |} kKeys 0
MIFARE Plus SL3 @ vooimede -+ [ ¢f Settings @ Keys o
MIFARE Classic/SL1 @ wonusimode - | ¢f Setings | [®  Keys ()
MIFARE UttraLight/C [ ¢ setlings ?  Keys 0
Blue/NFC Mobile 1D [ setings | (% Keys o
NFC-HCE o 1 e K |
CPS3 ‘ ¢F Settings (&)
125 kz | £f settings o

| (@ Ciose

p ckGE fb,l et e paarta meatt eer si NaFnCd

NFC Mobile ID and « 1S014443-3B PUPI / iClass » compatibility

OCB Wizard
SCB Wizard configuration
For models:
Architect®, Architect® One, Architect® Blue, Architect®
Secure and WAL
Select your SCB type :
Reader configuration  ospe readerocs  + | {f  Settings | Q  Keys \ —
MIFARE DESFire @ woimoce ~ |¢§ Setings | | Keys | L0
MIFARE Plus SL3 @ monaimoze  + [¢f Setings | [D  Keys | &N
MIFARE Classic/SL1 @ wenwolmode  + | ¢f Settings ® Keys | O
MIFARE UttraLight/C ¢ Settings ks | WOV
Blue/NFC Mobile ID ¢ Settings T Keys | N
NFC-HCE | setings | | Keys | Tl
cPs3 ¢f  Settings 7o
125 kiiz ¢ Settings 7o
s (@ Close
activated at the

OCB Wizard

Reader parameters

Protocol and options
Protocol communication

Private ID security

[T Data authenticated encryption
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Electronic Identification

72) Blue Mode STid Mobile ID
Designation
x Configuration Name: enter the name of the configuration Mobile ID Secure Plus: 14 characters max.
Note: configuration name fiConf Mobile IDO0O is reser
Warning M
W Warning, you can't use "Conf Mobile D" as a
"—Jé cnnfigugra:mn namte because it is reserved by the 5Tid
Mobile ID (CSN)
configuration

x Site Code: 2-bytes data used for the site code of the configuration.
Note: site code 51BC is reserved for STid Mobile ID®.

x STid Mobile ID (CSN): configure the Blue reader to read only a CSN on the smartphone.
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x Card:

configuration X

x  Remote:

Notes:

the front.

x Hands free:

L2STid

Electronic Identification

Identification modes and communication distances

For each identification mode the communication distance is adjustable.

By placing the smartphone in front of the reader.
Contact: smartphone must be in contact with the reader.

Up to 0.2m: smartphone must be in an area of 0.2m around the reader
Up to 0.3m: smartphone must be in an area of 0.3m around the reader.
Up to 0.5m: smartphone must be in an area of 0.5m around the reader

= =4 =4 =

Slide: By placing your hand close to the reader without taking out your smartphone.

External detection: Works by changing the potential applied to the LED2 input (see
details below):

1 Very short
1 Short

T  Medium

1 Long

1 Verylong

Not available for ARC1S neither ARCS keypad in Card or Key mode.
By tapping your smartphone twice in your pocket for near or remote opening.
The communication distance can be:

1 Upto3m
1 Upto5m
1 Upto10m
1 Upto 15m.

By simply passing in front of the reader.
Communication distance around the reader:

1 Upto3m
1 Upto5m
1 Upto10m

By controlling your access points remotely.
Communication distance around the reader:

1 Upto3m

1 Upto10m
1 Upto15m
1 Upto20m

x Remote button selection

If the identification mode "Remote" has been activated, it allows to associate the current configuration
to the Remote button 1 or Remote button 2.

The notion of distance in Bluetooth® corresponds to an area around the reader, not just in

Reading distances depend on the environment, on the position smartphone // reader ...

It is recommended to do on-site testing to evaluate the settings.
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Electronic Identification

Warning

When Architect® Blue readers are installed close to each other, detection distances
must be defined to accommodate the distance between the readers to avoid cross
readings.

Notes:

configuration

T TheNFC-HCE option for ANFC Mobil e | DO adtimtechioSTida SECar
Mobile ID app (activated by default).
This feature is only available for Android phones.

T ANFC Mobile ID0O is not compatible with STid Setti

x  External event detection using reader input:
Hand (slide mode) information is given by capacitive sensor or input LED2 level on ARCS reader.
If enabled: information is given by LED2 level.

A LED2 no connected or connected to high level = Hand not present

A LED2 connected to the GND = Hand present.

For example: connect a detection system to the LED2. When people are detected, the smartphone
reading is activated.

x Unlocking smartphone required by the reader: security option
1 If checked: the smartphone must be unlocked (with PIN code or other unlocking option
depending on the smartphone) to authenticate with the reader.

1 If unchecked: unlocking the smartphone is not required to authenticate with the reader.

x  NFC SAK/ATQA values adding

In RFID a chip is identified by two parameters ATQA and SAK. These parameters must be known to the
readers for read the identifiers.

Smartphones in NFC mode meet this same rule. Some ATKA + SAK are already implemented in STid readers.

To ensure the compatibility of the readers with the reading of new smartphones in NFC mode, these fields
make it possible to set up three values of ATQA and SAK.
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Electronic Identification

How to know these values for your smartphone:

x  Enabled the NFC on the smartphone
x  Go to Create user cards

&) SECard - The software tool to keep control of your security - Administrator

/h\ User cards

Management

3

0 Private ID Read operations
Settings
5 I [Un}_Read UDiMabile ID
configuration [ c2d UID and Infos
old CTRL to get SAK and ATQA values|
Reader I—Af o
configuration
Copy Read value as data
to encode
Create
user cards Programming session log

s e 0 &

-
Data [JAuto save programming log
Enceding type
Private 1D
Ecuds Private ID+Bio

)
| Bio Bio derogation

STid Mobile ID+ Current config file

Current operation: ~ Mone secard.pse
Status:

.x E\ Encode

Tools

X Present the smartphone to SECard encoder and hold CTRL + click on Read UID button

X Result Current operation:  SAK=20, ATQA=0004

x Enter this value in the field: NFC SAK/ATQA values adding @ |200400] [000000| [000000 |
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Electronic Identification

OCB - Step 8
OCB Wizard

Matrix code

Settings and Reading options DE)B

Matrix code types to be read Settings
Code 2D
configuration -

Data Matrix O Eco mode )
QR Code ® Standard mode / Night day @
Artec code O Intense lighting mode )

Code 1D Advanced settings
O Code 128

Lighting beam brightness

[ | Intense

Matrix code format
Lighting beam target

O Hexadecimal ¥ High
@ Decimal

O ASCI Detection sensitivity

O RAW

(¥ vaae

x  MATRIX code type selection
Select the code type to be read:

Code 2D Data Matrix QR Code Aztec code Code 128
op40 -
recher |k JITINRTIN
pata Matrix| [P | aztec code| Barcode507072
QR Code
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Electronic Identification
x  MATRIX code format
Select the format of the matrix code to be read.

The maximum size of the code depends on the format chosen:

Format Size in characters Size in
bytes
Hexadecimal 96 48
Decimal o5 10 De 0 4 1208925819614629174706175
configuration 0x0 a OXFFFFFFFFFFFFFFFFFFFF
ASCII 192 48
Raw 192

Note: only the characters list below are authorized in ASCII:

Value | ASCII character | Valeur | ASCII character | Valeur | ASCII character

30 0 38 8 61 a
31 1 39 9 62 b
32 2 41 A 63 c

Create 33 3 42 B 64 d

user cards

34 4 43 C 65 e
35 5 44 D 66 f
36 6 45 E
37 7 46 F

Note: if the code to read is not in the code type set in the wizard, the code is not read. For example, if decimal
type is set and the code to read contain letter the code will not read.

To read a specific part of the data code go to the settings Matrix code:

SCBwaard
y Configuration wizard
Matrix code/ QR Code settings ( \
n n ﬁ For models:
J L Aschitect®, Architect® One, Architect® Blue, WAL , MS2 and
= = ’i E !_rL ﬂl MS2S Blue
Ofda (Y Select your SCB type: Ful semngs v
Current configured matrix code format Decimal Reader CONMgUIBION | scaue reader (sc8) -| | £F Sefiings ® Keys [ 1|
MIFARE DESFire @ vwwsimode |  {f Sefiings f Keys -
e e MIFARE Plus SL3 Q@ wawsimose | gf Sefings ?® Keys [¢]
|
Si —_—
@0 e MIFARE Classic/SL1 | @ wanwaimode |  ¢f Sellings @ Keys o
| Maximum 192 chars
Offset
| MIFARE UltraL ight/C 4§ Seftings ?  Keys 0
@® Selection
Blue/NFC Mobile ID £f Seftings Q. Keys “—
125 kHz ¢f sefings )
™57
Matrix code #f Seftings o
NFC-HCE & Settings & Keys
(v Validate X  Cancel
(@ Close
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Electronic Identification

x  Ambient lighting

- Eco mode: for low and normal light environments

- Standard mode / Night day: for all lighting conditions

- Intense lighting mode: for indoor and outdoor environments with full sun exposure or direct lighting
on the reader.

x  Advanced settings

configuration . . - S .
Lighting beam brightness | Control the power of the spot which illuminates the Normal Intense
code
Lighting beam target Control the power of the laser which targets the | Low Normal High
code
Detection sensitivity Control the sensitivity of the trigger to start | Low Normal Max
scanning the code

Click the button ‘ @ Validate ‘ to complete the reader configuration settings.
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L2STid

Electronic Identification

lll. 4 - OCB Wizard: reader security keys

OCB Wizard

Reader security keys

Keep control of your security.
Define/modify your keys.

-OCB company key

[] Use transport key

Current [INew

[rrrrrrrtrrrrrrrrttrrrrurutrrrr

- PUPI1SO14443-3B -

[] Signature Key FFFFFFFFFFFFFFFFEFFF Key

~ Secure channel based key (SCBK)

[JAssign | 303132333435363738393A3B3C3D3E3F

(v Validate X Cancel

V7.2.1- Part 1- Page91on 263

Attention: the osdp™ readers, in factory configuration, are in the transport key (key value
not known).

Warning

The OCB company key is important and should definitely be known by the administrator. It
protects the data from the "OCB" and allows changes to the configuration of readers.

If you lose this key, the reader cannot be reconfigured for another "OCB" and will must be reset
at the factory.
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Configure a factory reader

Check "Use transport key" and "New" and enter a value in the field.

OCB company key

Use transport key

Current New

Reader

confipation When this OCB configuration card is presented is to the reader, the security key of the reader takes the

value of the new field (ex: O0OxAAéAA).
This configuration card is usable on the factory readers and on the readers having already been
SCB [ OCB configured by this card.

OCB Reader with transport key OK
« Transport key »to « key 0 x AAé A A

Reader already at th|OK

Reader with another key value KO
EN
=== 8T Modify the key of a reader
&) ) , . o .
Q Enter the readerés key val u efthemnewtkdy.eVhenuhis coafiydratidnicaedlisd a n d
Create presented to the reader, the security key of the reader takes the value of the new field (ex OxBB ... BB) only if
user cards the current key value is that known by the reader.
11 OCB company key
A
["] Use transport key
Tools
Current [¥] New
LARLAARLALAARARRARLARARLAARARALLT
ocCB Reader with transport key KO

«key OxAAt6~AkdyOx BBé BB
Reader with key O0OxAA| OK

Reader with key O0xBB|OK

Reader with another key value KO
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Electronic Identification

Recommended procedure in the test phase

Stepl: create an OCB badge to pass the reader
OCB company key

Use transport key

Current New

FEFFFFFFFFFFFFFFFFFFFFFFFFFFEEEE FFFFFFFFFFFFFFFFFFFFFFFFFFFFEEEE

configuration

- Label this badge to identify it.

- Present the OCB badge to the reader, wait for the BIPS to take into account.

- The reader is now at the key OxFF ... FF.

- You can re-encode this badge in order to make changes to the reader settings and do configuration
tests without losing the reader security key.

- When the configuration is validated proceed to step 2 to secure the reader with a different key from
FF.

Step2: create an OCB badge to padgosanéewkey reader fr

OCB company key

[C] Use transport key

Current MNew

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE 673TR0AAC4CEBZEES20E4EDGEDT1F2D4

- Label this badge to identify it.
- Present the OCB badge to the reader, wait for the BIPS to take into account.
- The reader is now at the new value key.

PUPI ISO 14443-3B

Enter the key used for the signature calculation, calledfisecr et keyo (10 bytes).

Authenticated encryption:

Enter the authenticated encryption key.

Secure channel based key (SCBK)

Assign with OCB configuration card the secure channel base key.

Click the button‘ E Validate ‘ to complete the key settings.
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A e set
[ll. 5 - MIFARE® DESFire®: settings

SCB wizard

f

Configuration wizard
For models:

Architect®, Architect® One, Architect® Blue, WAL, MS2 and
MS2S Blue

Select your SCB type: Full settings v

Reader ’E
configuration

Reader configuration | Secure reader (SCB) v‘ l:f Seftings ?  Keys T "
MIFARE DESFire @ mManualmode ||  ¢F  Seftings ?  Keys & O
9 - .
MIFARE Plus SL3 @ stancerd ¢f  Seftings ®  Keys 0
ﬂ High security ~
MIFARE Classic/SL1 | @ High security Bio ¢f  Seftings ™ Keys (o)
I8 cmvs card
MIFARE UltraLight/C | & agenT card (:f Settings “}. Keys 0
¥ STITCH card
Create Blue/NFC Mobile ID |} Highsecevz | £F Seffings & Keys
user cards
125 kHz x:f Settings
Matrix code / QR code ¢f Settings & O
NFC-HCE ¢f  Settings R Keys )
L
[E’ Close

To help user with the settings of the DESFire® chip, a drop-down menu offers pre-configurations. Depending
on the selected configuration, the parameters are automatically selected, and key values are generated
randomly, it is always possible to view and / or make changes using the Settings and Keys buttons.

Manual Mode: all parameters and keys are to be entered manually.

Standard: corresponds to a standard secure level configuration.

High Security: corresponds to a high security configuration with Key Diversification.

High security Bio: corresponds to the high secure mode with biometric settings.

HighSecEV2: corresponds to a high security configuration with Key Diversification and Proximity Check.
HighSecEV2 Bio: corresponds to a highSecEV2 mode with biometric settings.

The three modes CIMS, AGENT and STITCH, corresponding to specific French cards.
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OCB Wizard
MIFARE DESFire parameters
-Read mode - Key mode - Crypto -
OuID O One key per file (RW) O 3DES
O Private ID
: ® AES
@ Private ID else UID @ Two keys per file (R and W)
Reader O From Blue Mobile ID O AES else 3DES
configuration
-DESFire options
[] Format Card ~Mode Application IDentifier (AID)
OEV1 onl @EV2 or EVI OEV2 onl
Free App Dir [ Mode Lock EV2
[] Free Create/Delete [ Proximity check EV2 x100ps Communication mode
Use FID key ID to change  Proximity Check Response Time |20 |2/| | Fully Enciphered ~ ~
key value

MSB First UID MSB First [] Enable FilelD2

~FilelD1 (FID1) ~FilelD2 (FID2) ~Biometric options —
Write Concatenate Biometric template
First FID nb
Create ID:nb D as FID2 z 1 : : :
user cards i
Size 5 5 Size 4 3 .
0 Enable bio
Offset Sfsel 0 = derogation

of Go to keys (v Validate ¥  Cancel
Read mode
x UID: Reader configured i rreadionly serial numbera
x  Private ID: Reader configured in fread-only private codea
x  Private ID else UID: Reader configured i nreadtonly private codea If it is not found or if the
security settings are incorrect, then the reader will read and return the
ulD.
x  From Blue Mobile ID*: Reader conf i @nyBuemobile IDfta ccead.
Key mode
x One key per file (RW): Use one key per file used for reading and writing.
x  Two key per file (R & W):  Use two keys per file. A key used for reading, the second for reading and
writing.
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Crypto
Choose the authentication method to use.
x 3DES
x AES
x AES but 3DES: In this case the reader will accept two authentication methods. First authentication
AES, second in 3DES. The key value must be the same.

It is also possible to modify the authentication method; you must change the value of the Card Master Key by
checking New and writing the value and selecting the authentication method.

configuration

*From BlueMobilelD

x  If this mode is select, a Blue configuration must be enabled; if you select this option without Blue
configuration you have the error:

[ Erreur ﬁ‘

) You have a MIFARE DESFire configured to use Blue
W obile ID settings, however you don't have any Blue
Mebile ID configuration enabled.

You MUST first enable and configure Blue Mobile ID
settings

et/

x In this mode, the DESFire parameters are automatically determined and inherited from the Blue
configuration.
These settings cannot be changed:

Crypto method: AES

AD:OXFoOosite code Blue configurationoO
MSB First

RandomID: no

Enable FID2: no

Data type: Raw

FID1: 0

Size and offset same as Blue configuration

<K<K <KK<LK<LK KL

These settings can be changed:
V  Format Card

V  FreeAppDir
V  Biometric template FID nb

x  If FromBlueMobilelD is select and BlueMobilelD is configured on FromDESFire:

-

Erreur P

\"| You already have selected Blue Maobile ID read mede
\@F "From DESFire".

Therefore, you first have to unselect this read mode to
enable DESFire read mode "from Blue Mohbile ID"
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/ﬁ\ DESFire® options

Home
x Format card:

If this option is enabled, DESFire® EV1 / EV2 chips will be formatted before encoding.
For this it is necessary to enter the current value of the Card Master Key of the chip.

of

Warning

This option will completely erase the data (applications and files) of the chip but not the
current key.

Reader
configuration x Random Id:

If this option is enabled, the DESFire® EV1 / EV2 chips will be configured in Random Id mode. It means
the chip serial number sent for each fiScanowill be different and coded on 32 bits.

Warning
This option is irreversible. The Random ID cannot be disabled afterwards.

x  Free App dir:

If this option is enabled, reading the list of applications included in the chip will be possible without
authentication.
This option is enabled by default on the chip DESFire® EV1/EV2.

x Use FID key ID to change key value:

usirres;fds By default in SECard a change of key value file requires a preliminary authentication with the Master

Key Application.

If this option is enabled, SECard will authenticate with the key to change.

To use this option with a chip that has been encoded but not with SECard, requires that the application
has been created with the access rights to the "Configuration Changeable OK" otherwise it will format
the chip or delete the application.

In the case of encoding maps agents this option must be enabled.

x  Free C/D:
On the DESFire ités possible to choose the settin
By default SECard create Application with Free Create/Delete. To create / delete file, authentication
with Application Master key is not required.

If this box is check application will be created without Free Create/Delete. To create / delete file,
authentication with Application Master key is required.

x Communication mode:

On the DESFire® EV1/EV2,i t 6 s possi ble to choose the communica
There are three different modes: Plain, MACed or Fully Enciphered.

0 Plain: communication in plain.
0 MACed: communication in plain with signature DES/3DES or AES.
U Fully Enciphered: communication fully enciphered in DES/3DES or AES.

This setting is applied to the encoding and to the reading.

Warning

The default communication mode in SECard is Fully Enciphered up to SECard
versions < 3.0.0
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x Application IDentifier:
If "MAD3" is checked, then the value of the identifier of the application will be four characters long, but
it real value will consist of six, SECard forcing the first character to the value "F" and the last to "0" .
Example: For Application IDentifier i 5 1 B C dication nrgegly created will be fF51BCQ0 .

If this box is unchecked, the field of AID is no longer restrained and completely customizable by the
user, and then it is possible to set it to 6 characters long

x  Mode for reading

configuration

The DESFire® EV2 offers security features (Secure messaging EV2) that we will call here Mode Ev2:
including the prohibition of dialogue in EV1 and 3DES.

EV1 only: Reader configured to read Evl and EV2 in EV1 mode.

A not locked EV2 will be read as an EV1.
A locked EV2 will not be read.

EV2 or EV1: Reader configured to read EV2 (locked or not) and EV1.
Reader will try to communicate in EV2 mode, if he fails it tries in EV1.

EV2 only: Reader configured to read EV2 only.
An EV1 will not be read.

x Mode for encoding

EV1 only: Encode only in EV1 mode.
A not locked EV2 will be encoded as an EV1.
A locked EV2 will not be encoded.

EV2 or EV1: Encode an EV1 in EV1 AES mode and an EV2 (locked or not) in EV2 mode.

EV2 only: Encode only in EV2 mode.
An EV1 will not be encoded.

x Lock EV2 Mode (Secure messaging)

Only available for EV2 chip. During the encoding, the chip will be configured to communicate only in
Secure Messaging EV2. It will no longer be able to talk in EV1 or 3 DES.

Warning

This operation is definitive, no possible 6CA

x EV2 Proximity check / Proximity check Response Time

Enables protection against relay attacks.
Puts tighter timing constraints on the permitted round-trip delay during authentication, in order to
make it harder to forward messages to far-away cards or readers via computer networks.

The maximum acceptable time for exchange of the Proximity Check is user-defined (multiple of 100
micro seconds).
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MSB First

If the box is checked, the reader reads the identifier Most Significant Byte First.
6 If the box is unchecked, the reader reads the identifier Least Significant Byte First.

For STid reader, the MSB First is default mode.

UID MSB First

Reader
configuration I f ARead modeo i s defihetheweading fol Phvate IDsred fodUIM o ,
With this option, you can separately define the reading direction for the private ID and the UID.

UID MSB First
5CB | OCB

If the box is checked, the reader reads the UID Most Significant Byte First.
If the box is unchecked, the reader reads the UID Least Significant Byte First.

Enable FilelD2
Activate the settings of the second file.

SECard allows the user to encode two files with two possibilities:
x  Reserve the space for the second file without encoding it.
x  Write the second file at the same time than the first.

bl ile|D1(FID1)
Set the first data file:

pad

Tools

x Data type: Choose the data type to read:

- Raw: if data in the card have been written in hexadecimal.

- ASCII: if data in the card have been written in ASCII Decimal i max 17 digits
(8 bytes).(for ex: 0x313131 written in the card will be read 111 or Ox6F
depending protocol chosen).

Only available for ARC & ARC1 readers

x |D nb: Choose the number (0 to 31) of the file to be created into application.
x Size: Choose the size of ID to be encoded.

x Offset: Define an offset in the encoding from the first byte.

x As FID2: Encode the second file in a future encoding.

Must report data (key, size, file number ...) of the second file in the field box FileID1.
After this manipulation, the FID2 will be ready to be encoded and read by the
reader without reconfiguring by SCB card.
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” S FilelD2(FID2)

Set the second data file, if the box fEnable FilelD20 i s checked:

x  Write: Encode the second file in the same time than the first. If the box is not checked,
the second file is not encoded, but the settings are known by the reader.

x D nb: Choose the number (0 to 31) of the file to be created into application.
x  Size: Choose the size of ID to be encoded.
configuration ) ) ) )
x Offset: Define an offset in the encoding from the first byte.
x Concatenate: This feature informs to tell the reader that it must read the files FID1 and FID2.

The information brought up by the reader will be then concatenated (the first file
and second file). In this case of configuration, it is necessary that the global
encoded data size (FID1 & FID2) match the size of outgoing protocol defined in
the configuration of the reader. (Example: for a Wiegand 3CB 5 bytes, the total
size of both files should be 5 bytes or less). In the opposite case, the reader will
truncate the FID2 data. In this mode, the file FID2 is also automatically written at
first encoding if the box AWriteodo is

x  First: In this mode, the reader automatically reads the first file found using security
parameters. If authentication with the file FID1 is not possible (bad key values for
example), the reader will then attempt to read the second file.

Note:
File 1 and 2 are Standard data files (StandardDataFile) of 48 bytes each.
RF communication is according the choice of user.

Both numbers of the two files must be different from the number of biometric file otherwise numbers will be
highlighted in red.

Warning
In the case of using two files and when the "Write" is activated (Concatenate or First), it is
important that the sizes defined in the field fsize6 of t he files 1 and 2
encoded.

For this, the addition of insignificant O may be necessary
Example: for an ID 0x11 0x22, if the defined size is 3 bytes, i twill then fill 0x00 0x11 0x22.

Biometric options
x  Biometric template FID nb: Choose the number (0 to 31) of the file that will be encoded fingerprints.
x  Enable bio derogation: refer to T72 - Biometricderogation

Goto Keys: shortcut to the DESFire keys settings.

Click the button‘ Ef Validate ‘ to complete the DESFire® settings.
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lll. 6 - MIFARE® DESFire®: keys

SCB wizard

MIFARE DESFire keys

Main settings  Files settings

~Card Master key

Diversification
| I_ A Enable

L2STid

Electronic Identification

Current |EIIJIJIJIJIJIJIJIJEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIIJIJIJIJIJIJ |

1 New |UUUUUUUUUDDDDDDDDDDDUUUUUUUUUUUU | o
~ Application Master key

Current |UUUUUUUUUDDDDDDDDDDDUUUUUUUUUUUU |

Nevu‘ |UUUUUUUUUDDDDDDDDDDDUUUUUUUUUUUU | o

~ Diversified RandomID Card key to GetUID

Keyld

|UUODUDUDUDDDDDDDDDDDUUUUUUDUDUDU

Current

[INew

V7.2.1- Part 1- Pagel01lon 263

SCB wizard

MIFARE DESFire keys

Main settings Files seftings

~FilelD1 Keys
Keyld 0 = Write key
Current ‘00000000UDUUDUUDUUDUDDDDDDDDDDDD eyl !
CINew -
New
~FilelD2 Keys
eyld Write key
evid 4 -
New ¢ °
New
~DESFire biometric template file security keys
Keyld 5 [= Write key
Current |DDDDDDDDDDDDDDDDDDDDUUUUUUUUUUUU eyld b =
CINew -
New

E/ Validate

¥  Cancel

Define all the MIFARE® DESFire® keys.
For more information about the memory organization refer to T3.2 - MIFARE® DESFire® and MIFARE®
DESFire® EV1/2 chips memory mapping
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SCB wizard

MIFARE DESFire keys
o

o

Main settings  Files settings

~Card Master key

~ Diversification

Current |-JIJIJ-JEI-JIJIJIJIJIJIJCI-JIII'JIJ'J'JIJ'JIJ'J'JIJ'J'J'J'JIJ'J'J | Enable
Reader N 00000000000000000000000000000000 | | /P
configuration ew | | CMK NXP CJAID reversed
[1IDPrime MNXP divAV1
~Application Master key
Current |-ZIIZIIJ-ZIIJ-ZIIZIIJ-ZIEIIJ-ZIIJ-ZIEIIJ-ZIIZIIJ-ZIIJ-ZIEIIJ-ZIIZIIJEIIJ-ZIEIIJ | NXP diversification data (] Padding
|.j.j|:||:||jl]l]l:ll]l]l:lljl:ll]l]l:ll]l]l:ll:l':I':l':l':l':l':l':l':l':l':l':l':l | ) |3.].].].]|:||:|g.j.j.j.jujuj|:||:||j|j|:||j|j|j|:||j|j|j|j|j|j|j|j|j|j|j|j|j|jlj|j|j|
L. L=

~ Diversified RandomlID Card key to GetUID
3DES diversification key

-
KByld FEFFFFFFFFFFFEFFFFFFEFEFEFFFEEFE

Current |l]DDDDDDDDDIJIJDl]DDl]DDl]DDDDDDDDDDDD

Create
user cards

(v Validate X  Cancel

Card Master key

Card Master key is the value of the master key of the chip MIFARE® DESFire® and MIFARE® DESFire®
EVX.

Default value is « 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 » (16 bytes to 00h).
It is recommended to change its value to optimize security.

Application Master key

Application Master key is the value of the key of the application that has been defined within the settings
MIFARE® DESFire® and MIFARE® DESFire® EVx.

Default value is « 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 » (16 bytes to 00h).
It is recommended to change its value to optimize security.
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Diversified RandomID Card Key to GetUID

In the case of RandomIDcardanddi ver si fi cation, itds necessary to a
UID with GetUID command.

By default, the key used to make the authentication

key defined another key to authenticate.

Thiskeyiscreated during encoding only if RandomlID is se|
configuration . )

Note: if you dondét enter a new value with box new cl

Diversification

SCB [ OCB

x | [#]Enable

This function allows you to use another key than the one known by the user. To do this, the encoder uses
theal gor i t hm def Crppeodin thelDESFine® seltiogg, tofjenerate another key.

U If the current algorithm is the 3DES, the generated key is a function of 3DES encryption key set in
the 16-byte "3DES key diversification" field. It is necessary that the first 8 bytes of this key are
different to the last 8 bytes.

U Ifthe current algorithm is AES, the key will be generated based on the user key and other parameters.
In this case, the "key 3DES diversification” field is grayed.

x CMK diversify the Card Master Key.
To deactivate diversification applied to the Card Master Key, it is necessary to uncheck
the "CMK" option and format the chip via the option "Format the card". Furthermore,
you have to change the keys.

x | [JMNXP Diversified key according to NXP-AN-165310.

Diversified key according to NXP-AN10922 method.

Diversification input
(1= 31 bytesy
M
AES DIV Diiversification input )
Constant! (1= 31 bytesh PR
Padded
A2 bytes
[n]
AES 128Key -
{ 18byte) N—{ AES128CMAOK, D Fadded
I
NiversifiedKay
i
- Diversified AES128Key
AES DIV Constant 1= CxD1 {16 bytesh

iDi ver si fi cdlbIliADA KevNum.u t
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NP AIAID reversed

Diversified key according to NXP-AN10922 method with reversed AID (LSB / MSB) before the
computation of the diversified key.
Ex. AID = 10 C5 FB or AID = FB C5 10.

MXP diversification data |:|§F'adding§

configuration

UDDGDDDDUDDDGDDDUDDDDDDDUDDGDDDDUDDDGDDD|

Specifies the 20-byte input used in NXP AN-10922 diversification (use CMAC K1%).

MXP diversification data

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ|

Specifies the 20-byte padding used in NXP AN-10922 diversification (use CMAC K2*).

* RFC 4493:

Subkey Generation Algorithm
Create
user cards The subkey generation algorithm, Generate Subkey (), takes a secret

key, K, which is just the key for LES-128.

The outputs of the subkey generation algorithm are two subkeys, El
and E2. We write (El1,E2) := Generate Subkey(E).

Subkeya K1 and EZ are used in both MAC generation and MAC
verification algorithms. K1 is used for the case where the length of
the last block i=s esgqual to the block length. K2 is used for the case
where the length of the last block i= less than the block length.

Note: in order to authenticate with the French Card CIMS you MUST use one of these methods.

Note:

*  For diversification to be effective it is necessary to also check the "New" key boxes to diversify and
enter the value of the key.

* |t is possible to use the diversification and Random Id options at the same time in a configuration.
However, the Card Master Keywon 6t be .diversified

X |, . | Check this box to read card encoded with specific Gemalto MD3811 diversification
....................... (1 1UID | Padding & Card UID Len=4) only to read encoded card not for encoding.

x | ANXP divAV1: | Diversified key according to NXP-AN-0148 (3DES divAv1)
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SCB wizard

MIFARE DESFire keys

Main settings Files settings

~FilelD1 Keys
Keyld Write key
Current |DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD syie s
O MNew 00000000000000000000000000000000
New
~FilelD2 Keys
ayld 3 - Write key
N eyld 4 =
New
MNew
~DESFire biometric template file security keys
Keyld 5 = Write key
Current [o0006000000000000000000000000000 eyl iE
O MNew 00000000000000000000000000000000
New

(v Vvalidate ¥ Cancel
FileID1 Keys / FilelID2 Keys
Set the number key and key value for data files.
Warning, the key number 0 is the Application Master Key.
Ifusingi One key per filed the section AWrite keyo is gr

To change a key value, in the "Current"” field fill the current key and then checked "New" and fill in the field
with the value of the desired key.

Default key are 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0.

Note:

From SECard 3.0.0, it is not required to write the value of New in Current to re-encode the card.
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Create
user cards

pd

Tools

1 Particular case: itis possible to use the same key for file 1 and file 2.

In this case, the key fields must be filled in as below:

~FilelD1 Keys
Keyld
Current

[+] Mew

L2STid

Electronic Identification

1B

|DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD|

|EED3DAASZSEDBCTSFCEAD3T4ECEEDSED| .zp

~FilelD2 Keys
Keyld

Current

[ 1Mew

1B

EEDSDRRZ25508CT3FC2A03T40C2E0SED

To change the value of the key, the key fields must be filled in as below:

~FilelD1 Keys
Keyld
Current

] Mew

=

|EED3DAA325508CT8FC2ADST4EC2EDBBD|

|D4EEEATDAEAEEE49143TEDCEF21ASSES| .zp

~FilelD2 Keys
Keyld

Current

] Mew

1 B

D465BATDAGAFRE45]14376DC6F21R5565

9 Free Read

To read a file encoded with Free Read use the key number 14.

The key field is grayed out.

FilelD1 Keys

Keyld
Current

New D468B

When this key is used for reading key, the reading does not require authentication.
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1 Using a single key to manage application and file security

With SECard O 3.0.0, you can use the Application Ma:
application and file 1. File 2 must not be activated.

Case of One key per file (RW):

First encoding

configuration

- Application Master key

Current 00o000000000000000000000000000000

~FilelD1 Keys

Keyld

Current |EIDDDDDDDDDDDDDDDDDDDDDDDDEIEIEIEIEIEIEI |

[ New |EFSDTlCEECATElDESECAS4Al'T'TEI'THlEI| Ve

Second encoding with the same key value

- Application Master key

Current eFE071CEBCATEIDESBCAS4R177071410

D Mew Q000000000 0000000000000000000000

~FilelD1 Keys

Keyld

Current |-EFSDTlCEECATElDESEEAS-iAlTTDTl4lIII |

[ MNew | gF3071CEBCATEIDESBCAS4RLITTOT1410 |

Second encoding with change key value

Application Master key

Current eF3071CEBCATELIDESBCAS4ALTTOT1410

D Mew Q0000000000000 000000000000000000

~FilelD1 Keys

Keyld

Current |EFSDTlCEEEATElDESECAS4AlTTDTl4lEI |

Mew |'TllSE'ETEAFEETAEECACDl4'TEE1{.'9'T{.'22 | Ve
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First encoding on virgin card

Application Master key

L2STid

Electronic Identification

Current |DEIDDDDEIDDDDDDDDDDDDDDDUDDDDDDDDD
I:l M ew Qoooooo0QQQ0Q0Q0Q0Qa000a0a0a0a00
Reader
configuration FilelD1 Keys

Keyld Write key

Current |UDDDDDDDDDDUDUDDDDDDDDDDUDUUDUDD | Keyld

] New |EFSDTlCEECATElDESBCASt‘lAlTTDTlt‘llD | j Current €F3071CEBCATEIDESBCAS4R1TT70T71410
O 00000000000000000000000000000000

Second encoding with the same key value

Application Master key

Current

6F3071CEBCRTEIDESBCAS4R177071410 |

I:l M ew QO000000000000000000000000000000

FilelD1 Keys

Keyld Write key

Keyld
Current |EFSDTlCEBCATElDESECAS&AlTTD71410 | Y
................................ Current

I New

|-EFSDTlCEECATElDESECAS4AlTTDTl4lD

Second encoding with change key value

Application Master key

Current

6F3071CEBCRTEIDESBCAS4R177071410 |

I:l M ew QO000000000000000000000000000000

FilelD1 Keys

Keyld Write key

Keyld
Current |GFSDTlCEBCA?ElDESBCASfLAlT?D?lMD | v
& New |TT34DSEDGFFDDSDBzSDDleDASTFSTDA| ._}’ Current
[INew

|7?34DSBDGFFDDSDBzSDDleDAS?FSTDA
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DESFire® biometric template file security keys
Set the key number and key value for biometric file.

Ifusingi One key per filed the .section AWrite keyodo is gr

To change a key value, in the "Current"” field fill the current key and then checked "New" and fill in the field
with the value of the desired key.

configuration

Default key are 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00.

Note:

IfinDESFire®s et tings the Read mode is AFrom Blue Mobile ID
according to Blue configuration keys.

Click the button ‘ E Validate ‘ to complete the DESFire® EVx keys.
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lll. 7 - MIFARE Plus® SL3: settings

rARC SCB wizard )
MIFARE Plus Level 3 parameters
-Read mode —————, ~User keymode -Data -
@ : @
it © One key (RW) Size 5 3
configuration © Private ID Offset 0 %
© Private ID else UID Cilwokeys (R andi) MSB First (7]
-~ Sector location -
© Automatic Sector number AID
©) Forced with MAD 1 8 JEID)
) Forced without MAD
~ Biometric options
@ Automatic template location Sector number
32 %
) Forced with MAD
AD
) Forced without MAD 5100 [T] Enable bio derogation
[ (v Validate I i X  Cancel
—

Read mode
x UID: Reader configured in fread-only serial numbera
x  Private ID: Reader configured in fread-only private code 0

x Private ID else UID:  Reader configured in fread-only private codea If it is not found or if the security
settings are incorrect, then the reader will read and return the UID.

User Key mode

x  One key (RW): Use one key per sector used for reading and writing.
x  Two keys (R et W): Use two keys per sector. A key used for reading, the second for reading and
writing.
Data
x Size: Determines the length of the ID read in the sector. The value corresponds to

the protocol selected in the configuration of the reader. However, it is possible
to choose a different size by entering another value, in this case the reader
will read the ID to the size specified in this field and will return to the format
defined by the protocol.

x  Offset: Define an offset in the encoding from the first byte.

x MSB First: If the box is checked the reader reads the identifier Most Significant Byte First.
If the box is unchecked the reader reads the identifier Least Significant Byte
First.
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Sector location
Define the sector to encode datas and/ or read by the reader.

MAD (Mifare® Application Directory) is a "table of contents" which reference applications (information) written
in the areas of u s e casd®hrough an AID (Application Identifier. Cf. AN103787).

It is completely customizable and is divided into two parts: the cluster code and application code.

The MIFARE Plus® 2k chip has 32 sectors (0 a 31). It can be used with MAD1 (sector 0 to manage sectors 1
to 15) and MAD2 (sector 16 to manage 17 to 31).

configuration

The MIFARE Plus® 4k chip has 40 sectors (0 to 39).1t can be used with MAD1 (sector 0 to manage sectors 1
to 15) and MAD2 (sector 16 to manage sectors 17 a 39). Only the first 31 sectors are managed by SECard.

The MAD is protected by a read key (Key A) and a write key (Key B). Defaults are:
V A0 Al A2 A3 A4 A5 A6 A7 A0 Al A2 A3 A4 A5 A6 A70ofor key A
V fFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFiifor key B

These key values are those recommended by NXP application note which allows at all users to access the
MAD.

With this method (MAD and AID) a reader can retrieve a user code in cards that have been encoded at different
memory areas with personal data at different location (in memory card).

x  Automatic + AID:
In this mode, the user does not have to worry about the location of data. The "SCB" and the user card
are created with the following parameters:

X First free sector available in card is chosen by SECard by MAD scanning.
x Al D defi ndadiisn tifAInBdni tted to the reader by th
X The user MAD card is programmed with AID in the corresponding position in the first sector

available using the default keys:
A Read key AQALeAZ A3M% A5iA6 A7 A0 Al A2 A3 A4 A5 A6 A7ocannot modified
A Writekey (keyB) FFFFFFFFFFFFFF FF FF FF FF Fé&nhbé&rRodietd FF F
X The reader identifies the user card sector to read by searching the AID in the MAD.

x  Forced with MAD + sector number + AID:
In this mode, sector number will be forced by SECard and use to encode user ID,butAl D sel ect i |
field will be written in MAD at right location (depending the sector number forced).
Reader configured with these parameters will only use forced sector number and NOT MAD to find the
sector to read.

x  Forced without MAD + sector number:
In this mode, no MAD management is performed.Onl y t he par amet e rcondidereddat or r
find the location of data in the chip.
The reader reads the information in this sector. For the sector 0, only blocks 1 and 2 will be read.

Note: AID 51BC displayed by default in the "AID" field is the value of the Application Identifier STid.
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Biometric option

Fingerprints to encode will be registered in sectors 32 to 39 of chips MIFARE Plus® Level 3.
Opt i @éuios fFarced with MADO  a Rodcediwithout M A D £ame principle as above.

In the case of the use of the MAD with AID, the AID value must be different from that used for the private
ID.

Note: biometrics encoding is only possible on chips MIFARE Plus® Level 3 4KB of memory.

x  Enable bio derogation: refer to T72 - Biometricderogation

configuration

Click the button‘ (v Validate ‘ to complete the MIFARE Plus® Level 3 settings.
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Y Yl . 8 - MIFARE Plus® SL3: keys

configuration

User keys diversification

x  Activate / desactivate key diversification.
This function allows you to use another than the one key than known by the user. To do this, the
encoder uses the AES algorithm to generate another key. To that diversification is effective it is
necessary to check the "New" key boxes to diversify and enter the value of the key.

x  fNXPodiversify the key according to NXP-AN10922 method. If this option is not selected the keys will
be diversified according to the NXP-AN165310 method.
AES_CMAC(K,1|UID|blocNb).

User keys

Keys to protect the sector containing the private ID.
Enter the value of the current key and change it.

Note: From SECard 3.0.0, to re encode a Mifare Plus, it is not required to put the value from field New
to field Current.
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